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1. Onuc HaBYAJIBLHOI JUCHHUILTIHA

HaiimenyBanns
MMOKa3HUKIB

["any3p 3HaHb,
CITEI[1AJIbHICTb,
OCBITHS [TpOrpama,
OCBITHI! piBEHb

XapakTepucTuKa
HABYAILHO1 TUCIIUTUTIHH

JleHHa popMma
HaBYaHHSA

3aouyHa opma
HaBYaHHA

KinbkicTb KpeauTiB

['any3b 3HaHb
F Indpopmaniiini TexHomorii

(1udp 1 HazBa)

3arajgpHa IIAroToBKa

€KTC -5
CrienianbHICTb: Pix miaroroBku
F7 Komn’rorepHa
3arajbHa KUIbKICTb 1HXKEHepis 1-it | 1-i
roaud — 150 Cemectp
OcsitHBO-TIpOdeECciitHa
rnporpama: 1, 2-i 1, 2-i
Komm’roTepHa
THKEHEDIsI
Jlexrii
OCBITHI! pIBEHB: rOJI. | TOJI.
bakanasp [IpakTuuH1, CEMIHAPCHKI
THXHEBUX I'OJINH 64
roJ. & ro.
HABYAHHS: .
JlaGopatopHi
ayaUTOPHUX — 2 ron -
CaMOCTIHHOI poOOTH  SECTY )
N Camocriiina pobota
CTyJeHTa < 2,7
86 ToI. ‘ 142 ron.

Bun xoHTpOISIIO:

3atik/ek3aMeH ‘ 3aiik/ex3amMeH

MoBu HaBUaHHS: yKpaiHCbKa, aHTITIHCbKa




Merta i 3aBaaHHsA JUCHUILIIHHA

Metor0 BuKIagaHHS HaBYANBHOI AUCHMIUIIHU «lHO3eMHa MOBa» € HaBYaHHSA
37100yBaviB OCBITH PiBHsI «OaKagaBpy JEMOHCTPYBATH BOJIOIHHS OJHIEIO 3 IHO3EMHHUX MOB
Ha pIBHI YMTAHHS 1 PO3YyMIHHSA TEXHIYHOI JITEpaTypu, BUKOPUCTOBYBAaTH HABHUKHU
M1KOCOOUCTICHOT B3a€MO/Iii, MPAIIOIOYH B MDKHAPOJHOMY KOHTEKCTi 3 (axiBIIMU TIPH
CHUIKYBaHHI 3 Mpo(eCIiHUX MUTaHb, TA 3aCTOCYBAHHS CY4YaCHHUX 3ac001B KOMYHIKAIIii.

3aBaaHHSIMU BUBYCHHS AUCUUILUIIHN «[HO3eMHA MOBa» € QopMyBaHHS (3araJbHUX
KOMITETEHTHOCTEH (Z), BaXKIUBUX JIJI1 OCOOMCTICHOTO PO3BUTKY MaOyTHIX (haxiBIIiB.

7.5. 31aTHICTD CIUIKYBATHUCS 1HO3EMHOIO MOBOIO.

dopMaT IUCHUTLTIHA
Jnia nerHoi opMu HaBYaHHS:

Buxnaganas xypcy nependadae JUisi 3aCBO€HHS AUCHUILTIHM «[HO3eMHa MOBay
TpaJMIIIIHI MPAKTUYHI 3aHATTSA 13 3aCTOCYBAHHSM I1JIPYYHUKIB, HABYAJIbHUX MOCIOHHKIB,
METOJMYHUX BKa3iBOK, JIGKCUKO-TPAMaTUYHOTO Ta HAOYHOTO MaTepiaiiB, €IEKTPOHHHUX
pe3eHTAaIlll, TOEAHYIOUH 13 CAMOCTIMHOIO POOOTOIO CTY/ICHTIB.
®opwmar ounnii (offline / face-to-face)

Jiist 3a04HO1 (hOpMH HABYAHHSL:
ITix wac cecii — popmat ounuii (offline / face-to-face), y mixceciitHuit nepioa —
nUcTaHminaul (online).
Pe3yabTaTyi HAaBYAHHA.

[Ipy BUBYEHHI AMCHUILUIIHU 3700yBad OCBITM MOBUHEH HAOYyTHM HACTYIHI PE3ylbTaTH
(mporpamHi pe3ynbTati HaB4aHHS (N)):

N17. CninkyBaTuch yCHO Ta MUCbMOBO 3 TPO(ECITHMX MUTAHb YKPATHCHKOK MOBOIO
Ta OIHIEI0 3 1HO3EMHHMX MOB (QHTJIMCHKOI, HIMEIBKOI, ITAMMCHKOI0, (PpaHITy3bKOIO,
1CTTAHCBHKOIO).

N20. YcBizoMiatoBaTi HEOOXI1IHICTh HABYAaHHS BOPOAOBXK YChOT'O JKUTTA 3 METOIO
norau6JIeHHs] HA0yTUX Ta 3400y TTs HOBUX (DaxOBUX 3HAHb, YAOCKOHAJIEHHS KPEAaTUBHOTO
MUCJICHHSI.

Ha0yTH coliaibHUX HABU4YOK (soft-skills):
- 3nilcHIOBaTH MpodeciiiHy KOMYHIKAI0, e(peKTUBHO MOSACHIOBATH 1 MPE3ECHTYBATU
MaTepiall, B3a€MOJIISITH B MPOEKTHIN TISITLHOCTI;
- TpOSBIATH HeOalIyXe CTaBIEHHS A0 y4acTi y TPOMAJCHKHX CYCHUIbBHUX 3aX0JaX,
COPSIMOBAaHUX HA MIATPUMKY 3J0POBOTOCIOCO0Y KUTTS OTOUYIOUHX.

IIpepexBizuTu
Hapuanpha nuctmmiina ““ [Ho3eMHa MOBa ~ BUKJIAIa€THCS HA IEPIIOMY KypPCl HABYaHHS
Ha OIIIT F7 (123) “Komn’torepHa iHxkeHepis” (cemectp 1), ToMy ii HIATPYHTSAM € TUTaHHS,
BHU3HAYCHI OCBITHIMH MPOTPaMH 3aKJI/IIB 3aralbHOI CepeaHBOT OCBITH.



CmpykmypHO-102iYHa cxema UKIAOAHHS. 3MICMO8ULL MOOYIb HABYAILHOI OUCYUNTIHUL:

I cemectp:

MoxayJib 1 — 16 roauH:

- YIIOCKOHAJICHHSI HABUYOK BUMOBH;

- KOPEKIIisl IPOAYKTUBHUX Ta PEIENTUBHUX JIEKCUKO-TPAMATUYHIX HAaBUYOK;

- aBTOMAaTru3allisl MPOJYKTUBHHUX JEKCUYHUX Ta TPAMATUYHUX HABUYOK.

MOAyJIb 2 — 16 TOMH:

- aBTOMAaTH3allisl MPOAYKTUBHUX JIEKCUKO-TPaMaTUYHUX HABUYOK;

- PO3BUTOK JI1aJIOTTYHOTO MOBJICHHS Ha 3arajibHO-I00yTOBI Ta MpodeciitHi TeMU B
CUTYallISIX B MEXaX 30BHINIHLOCKOHOMIYHOT J1SIbHOCTI;

- PO3BUTOK 03HAaOMYOT'0 Ta BUBYAIOUOTO YUTAHHSI.

IT cemectp:

MoAyJb 3 — 16 ToIuH:

- PO3BUTOK J1aJIOTTYHOTO MOBJICHHS B PI3HUX CUTYaIlisIX O(DILIHHOrO CHIKYBaHHS;

- PO3BUTOK MOHOJIOTTYHOI'O MOBJIEHHSI, CIIPSIMOBAHOI'O Ha peali3allil0 KOMyHIKaTUBHUX
HaMipiB (MOBIJOMJICHHS, TTOSICHCHHS, TIEPEKOHYBAHHS ).

MonayJib 4 — 16 roauH:

- PO3BUTOK JIaJIOTIYHOTO MOBJIEHHsS Ha mnpodeciiiHi TeMHU B CHTyalliIX B MeEXax
30BHIMITHHOEKOHOMIYHOI JISJIBHOCTI

- PO3BUTOK MOHOJIOTIYHOT'O MOBIICHHS, CIIPSIMOBAHOTO Ha peaii3allilo KOMYHIKAaTUBHUX
HaMIpiB (TTOB1JOMJICHHSI, TOSICHEHHS, IEPEKOHYBAHHS ).

TemaTuka MOBHOT'O MaTepiaidy y HaBUaHHI:

1. VYcHOro MoBIEHHS:

— noOyToBa (CHUIKYBaHHS B yMOBaX IHTEPaKTUBHHMX MOJI€NIEH KIIOYOBHX MOOYTOBHUX
CUTYyallill, MOB'sI3aHUX 3 IepeOyBaHHAM Yy 3aKOPJIOHHOMY BIJIPSIIKEHH1);

— 30BHINIHbOEKOHOMIYHA;

— TeXHi4uHa (0OrOBOPEHHS 1H)KEHEPHUX MPOEKTIB)

2. YuraHHs:

- OpUTiHAJIbHI TEKCTH MOOYTOBOTO XapaKTepy, sKl BiJOOpaxaroTh pealii pi3HUX CTOPIH
nepe6yBaHH;1 Y 3aKOPJIOHHOMY BIIPSIIKEHH] 1 SIBISIIOTH COOOIO CBoepmHl THCTPYKLIi
MOBEIIHKH (B TOMY YMCJIi 1 MOBJIEHHEBOI ITOBEAIHKHM) B PI3HUX CUTYAI[ISIX CHUIKYBaHHS;

HinboBi MOKA3HUKHU AKOCTi iHINIOMOBHOI MOBJIEHHEBOI AislJILHOCTI

Ayoitosannsa: CHpUMHATTS 1 PpO3yMIHHA MOHOJIOTIYHUX Ta  JIaJOTTYHUX
BUCJIOBIIIOBaHb B Mekax mpodeciiiHoi Ta moOyToBoi TeMaTuku Ha piBHI 85-90%
iHdopmartii mpu Temmi i npex'senenns 100-120 ciniB Ha XBUIIUHY.

Ycne moenenna: MoTMBOBaHE MOHOJIOTIYHE Ta J1aJOTIYHE MOBJIEHHS MPHU TEeMIl
BucnoBieHas 80-100 ciB Ha XBIINHY.

Yumanus (o3unatiomue): Buakicts untanusg — 3000-3200 np. 3HakiB 3a 25
XBWJIMH; piBeHb po3yMiHHs 70-75% BiazaransHOro oocary iHdopmalii TeKCTy npu
HAssBHOCTI 6-7 He3HAOMHUX CJIIB Ha CTOPIHKY.

llepexnao (ycuuii): 4000-4500 ap. 3HAKIB OPUTTHATILHOTO TEKCTY 3 axy 3a 45 XBUIIMH.



IIporpamMa HaBYAJIbHOI AUCUMILIIHA

Unit Topic Reading Vocabulary Function | Hours
context
CEMECTP I, MOZIYJTb 1 futlpart
Information Manual code, data processing, data, encoding, hardware, |Getting
1 [Technology information security, online, quality assurance, someone’s 2/0,25
software, technical support attention
Introduction to Email cell phone, computer, desktop computer, handheld (Giving
2 |Computing PC. laptop, mainframe. PDA. server, instructions 2/0,25
Systems supercomputer, workstation
3 Pr O,duCt case, expansion card, fan. hard drive. heat sink, ~ Describinga | 5/ 75
Inside the Computer Guide motherboard, power supply, processor. RAM process ’
4 (Computing Catalog input device, microphone, monitor, mouse, printer [Making a 2/0,25
Devices scanner, scroll wheel touch screen, USB suggestion
5 Networking Magazme CAT-5. configuration, cycle. DHCP. Internet. [P [Describing 2/0.25
Article address. LAN, network, router. WLAN options ’
The User Interface [Manual desktop, drag, folder. GUI. icon, maximize, menu, [Offering a
6 minimize. OS, pointer, shortcut, window solution 2/0,25
'Word Processing  |Advertiseme |compatibility, document, font, format, formatting,
7 nt layout, macro, spell check, template, word Clarifying a 2/0,25
rocessing program situation
Email Memo attachment domain name, email address, email ~ [Checking for
8 client, ISP. password. POP3 SMTP server, errors 2/0,25
username, webmail
CEMECTP I, MO VYJIb 2
'Web Browsing Email HTML, http, hyperlink, meta tag, search engine.  [Expressing
9 IURL, web browser, web host, web site, www confusion 2/0,25
10 |Image and Graphic Magazme contrast, crop, exposure, graphic editing program |Answering the | 5/ 75
Design Article graphics. JPEG, pixel, resize, resolution tint hone ’
Email cell, database field, database, formula function,  |Asking for help
11 |[Databases vs. operator, query, sort, spreadsheets, table, 2/0,25
Spreadsheets worksheet
'Web Design vs Course appearance, coding, content. CSS. functionality, |Asking about
12 [Web Development [Descriptions navigation, usability, visibility, web design, web  |purpose 2/0,25
development
Desktop Job Listing  [clip art, comprehensive layout, design, desktop ~ [Talking about
Publishing publishing software, desktop publishing, electronic jexperience
13 pages, electronic paper, electrostatic printing, 2/0,25
graphic communications, offset lithography, page
layout
Videoconferencing [Email bandwidth, dedicated system, document sharing, |[Explaining
14 echo-cancellation, monitor, multipoint differences 2/0.25
videoconference, video bridge, videoconferencing, ’
webcam
E-commerce Email affiliate, banner, brick and mortar, certificate Clarifying
15 authority, digital certificate, e-commerce. FAQs, (information 2/0,25
shopping cart, traffic
16 | Semester test Revision test 2/0,25




CEMECTP II, MOJVYJIb 3

Apple, color matching. Mac. Microsoft. OS

1 | Macs and PCs Maggzme X. PC. prepress, processing speed, Stating a 2/0,25
Article . . preference
typography, video subsystem. Windows
command lines, free software license,
. . interface. Linux. Linux distribution. Listing
2 | Linux Email Microsoft Office, open source. OpenOffice.| concerns 2/0,25
TCP, IP protocol, terminal. Ubuntu
Connecting to anchor, applet. CAD. CBT, DVD. Givine an
3 | Clients and Email electronic bulletin board. FAOs. media o ini%) n 2/0,25
Employees player. MPEG, multimedia, reliability p
animated GIF. click-through rate, click
4 Advertl‘smg and Contract trackn?g,.CPM. CPC. above the fqld, .Conﬁrmmg 200,25
Marketing commission, campaign, geo targeting, information
frequency capping, hang
automation, CAM, embedded systems,
encoder, Ethernet network, fault tolerant, .
. Investor | . . Asking for
5 | Automation integrated circuits, latency, open system, . 2/0,25
Report . o . suggestions
oscillography, priority inversion,
redundancy
Basecamp. centralize, color-coding, gallery, Desertin
6 | Telecommuting Letter message board, real time, Skype. ng 2/0,25
! functions
telecommuting, toggle, tour, web-based
anti-antivirus virus, hacker, imbed, infect, . .
Newspape . .\ . ; . Discussing
Hackers and log in, overwriting virus, piggybacking, .
7 . r . . . . ; possible 2/0,25
Viruses . replicate, resident extension, resident virus,
Article . consequences
virus
card scanning, cyber, fraud, harming, Discussin
8 | Identity Theft Letter | identity theft, malware, phishng, pretexting, HSSINg 2/0,25
! suspicions
scanner, spyware. Trojan horse, worm
CEMECTP II, MOJ1YJIb 4
. attack, audit log. authenticated, backdoor, )
Preventative . . Checking
9 Email bug, firewall, intruder, keylogger, popup, . 2/0,25
Measures . certainty
protocol, security
anti-virus software, backup, block, cyber
Anti-virus Advertise | criminal, detect, false negative, false Discussing
10 o . : e 2/0,25
Software ment positive, rootkit. security software, sweep, | capabilities
virus removal software, webpage analysis
CDN. cloud computing, deployment, .
- . Expressing a
Cloud Newspaper | elasticity. PaaS. pay as you go, private o
11 . . . e positive 2/0,25
Computing Column | cloud, public cloud, SaaS, scalability, utility opinion
computing p
ADM. bar coding. CDSS. CPOE. electronic
. . health record. EMM. implanted microchip, .
Improving Magazine | . - . . Giving
12 . interoperability. lab-on-a-chip. micro . . 2/0,25
Health Article . . instructions
robotic tweezers, optic scanner. PACS
animated GIF, blog, egress, ingress,
13 | Creative Design Website interface, kpyword, mgsk, natural language. Offermg 200.25
PCI compliance, redesign, trust logo, web solutions

portal




configure, cover letter, duty, file archiving,
14 System Job install performance tuning, purge, resume, |Talking about 2/0.25
Administration Posting | system administrator, technical, qualifications ’
troubleshooting. Unix
. Job back enfi. editor. GUI component..HTML Discussing
15 | Programming Listings interactive. PHP. programmer, scripts, user | degree of | 2/0,25
friendly, visual basic, web developer. XML | difficulty
agent, algorithm, case-based reasoning,
Artificial . cognitive scientist, computer vision, Asking for
16 intelligence Article helglristic, machine leamri)ng, model-based clariﬁcgation 210,25
reasoning, pattern recognition, robot
Total number of hours | 64/8
CTpyKTypa HABYAJbHOI JMCIUILTIHH
Kinexicts roqun
) Henna gopma/full time 3aouna gopma/part time
Ha3Bu tem HaBYATbHOT o y TOMy uncri o y ToMy unchi
JUCLMILITHUA 5 5
é hi n |nab | =g | c.p. Ei I| O nab | iHa | c.p.
1 2 [ 314516 7 8 |19 10 |11 |12 ] 13
Information Technology 4,6 2 2,6 10,25 0,25
Introduction to Computing 5 ) 3 0,25 0.25
Systems
Inside the Computer 4,6 2 2,6 10,25 0,25
Computing Devices 4,6 2 2,6 10,25 0,25
Networking 4,6 2 2,6 | 0,25 0,25
The User Interface 4,6 2 2,6 10,25 0,25
Word Processing 4,6 2 2,6 10,25 0,25
Email 4,6 2 2,6 10,25 0,25
Web Browsing 4,6 2 2,6 10,25 0,25
Image and Graphic Design 4,6 2 2,6 10,25 0,25
Databases vs. Spreadsheets 4,6 2 2,6 10,25 0,25
Web Design vs Web Development 4,6 2 2,6 10,25 0,25
Desktop Publishing 4,6 2 2,6 0,25 0,25
Videoconferencing 4,6 2 2,6 10,25 0,25
E-commerce 5 2 3 10,25 0,25
Semester test 4,6 2 2,6 0,25 0,25
Macs and PCs 4.6 2 2,6 10,25 0,25
Linux 4,6 2 2,6 10,25 0,25
Connecting to Clients and 4.6 ) 2.6 | 0.25 0.25
Employees
Advertising and Marketing 5 2 3 10,25 0,25
Automation 4,6 2 2,6 10,25 0,25
Telecommuting 4,6 2 2,6 10,25 0,25
Hackers and Viruses 5 2 3 1025 0,25
Identity Theft 4,6 2 2,6 10,25 0,25
Preventative Measures 4,6 2 2,6 0,25 0,25
Anti-virus Software 4,6 2 2,6 10,25 0,25
Cloud Computing 5 2 3 10,25 0,25
Improving Health 4,6 2 2,6 10,25 0,25
Creative Design 4,6 2 2,6 10,25 0,25
System Administration 4,6 2 2,6 10,25 0,25




Programming 5 2 3 10,25 0,25
Artificial intelligence 5 2 3 10,25 0,25
Ychoro roaa 150 64 86 8 8

CamocriitHa podoTa

Topic

full/part
time

Chapter 1 Cyber Security Fundamentals
Network and Security Concepts

Information Assurance Fundamentals
Authentication

Authorization

Nonrepudiation

Confidentiality

Integrity

Availability

Basic Cryptography

Symmetric Encryption

Example of Simple Symmetric Encryption with Exclusive OR (XOR)
Improving upon Stream Ciphers with Block Ciphers
Public Key Encryption

The Domain Name System (DNS)

Security and the DNS

Firewalls

Packet-Filtering Firewalls

18/30

Chapter 2 Attacker techniques and motivations
How Hackers Cover Their Tracks (Antiforensics)
How and Why Attackers Use Proxies

Types of Proxies

Detecting the Use of Proxies

Tunneling Techniques

Intermediaries, Steganography, and Other Concepts
Detection and Prevention

Fraud Techniques

Phishing, Smishing, Vishing, and Mobile Malicious Code
Mobile Malicious Code

Phishing against Mobile Devices

Rogue Antivirus

Following the Money: Payments

Click Fraud

Pay-per-Click

Click Fraud Motivations

Click Fraud Tactics and Detection

Threat Infrastructure

Botnets

Fast-Flux

Advanced Fast-Flux

18/28

Chapter 3 Exploitation
Techniques to Gain a Foothold
Shellcode

Integer Overflow Vulnerabilities

18/28




Stack-Based Buffer Overflows

Stacks upon Stacks

Crossing the Line

Protecting against Stack-Based Buffer Overflows
Addendum: Stack-Based Buffer Overflow Mitigation
Format String Vulnerabilities

SQL Injection

Protecting against SQL Injection

Malicious PDF Files

PDF File Format

Creating Malicious PDF Files

Reducing the Risks of Malicious PDF Files
Concluding Comments

Race Conditions

Examples of Race Conditions

Detecting and Preventing Race Conditions

Web Exploit Tools

Features for Hiding

Commercial Web Exploit Tools and Services
Updates, Statistics, and Administration
Proliferation of Web Exploit Tools Despite Protections
DoS Conditions

Brute Force and Dictionary Attacks

Chapter 4 Malicious Code

Self-Replicating Malicious Code

Worms

Viruses

Evading Detection and Elevating Privileges
Obfuscation

Virtual Machine Obfuscation

Persistent Software Techniques

Basic Input—Output System (BIOS)/Complementary Metal- Oxide Semiconductor
(CMOS)

and Master Boot Record (MBR) Malicious Code
Hypervisors

Legacy Text Files

Autostart Registry Entries

Start Menu “Startup” Folder

Detecting Autostart Entries

Rootkits

User Mode Rootkits

Kernel Mode Rootkits

Spyware

Attacks against Privileged User Accounts and Escalation of Privileges
Many Users Already Have Administrator Permissions
Getting Administrator Permissions

Token Kidnapping

Virtual Machine Detection

Fingerprints Everywhere!

Understanding the Rules of the Neighborhood
Detecting Communication with the Outside World

18/28

Chapter 5 Defense and Analysis Techniques
Memory Forensics
Why Memory Forensics Is Important

14/28




Capabilities of Memory Forensics
Memory Analysis Frameworks
Dumping Physical Memory
Installing and Using Volatility
Finding Hidden Processes
Volatility Analyst Pack

Total number of hours 86/142

MeToau HABYaHHA

BukoprcTOBYIOTHCSI HACTYIHI METO/IM HABYAHHS: CJIOBECH1, HAOYHI, IPAKTHYHI1, a CaMe:
PO3IOBIAb, MOSICHEHHS, IEMOHCTpAIlis, TFOCTPAIlis, CIIOCTEPEKEHHS, aHATITUHYHUA METO/I,
IHIYKTUBHUNA METOJI, IETyKTUBHUN METO/I, YACTKOBO-TIOIIIYKOBUN METO/I, JOCI1THUIIbKUI
METOJ] Ta 1HIIII.

Cucrema oUiHIOBAHHSI TAa BUMOTH
Buay KOHTpOITI0: TOTOYHUM, TT1ICYMKOBHH.

MeToau KOHTpPOIO: CIOCTEPEKEHHS 3a HABUYAIBHOIO MISUIBHICTIO CTYNEHTIB, YCHE
ONMUTYBaHHS, MHUCbMOBHUI KOHTPOJIb, TECTOBUU KOHTpOJb. dopma MmiJCyMKOBOTO
koHTpoto: 3aiik (I cemectp), ekzamen (Il cemectp).

KoHTponb 3HaHb 1 yMiHb CTYJEHTIB (MOTOYHHM 1 MIACYMKOBUW) 3 IUCHIMILTIHUA
«IHO3eMHa MOBa» 3MIIHCHIOETHCS 3TAHO 3 KPEAUTHOIO TpaHC(hEepHO-HAKOMUYYBaJIbHOIO
CUCTEMOIO0 OpraHizaulii HaBYaJBHOTO Hpouecy. PeUTHHr cTylneHTa 13 3aCBOEHHS
MUCHUILUIIHYA Bu3Ha4daeThes 3a 100 OalbHOIO IMIKAJIOHO.

Hlkauaa ouninoBanuga: HanmionaabHa Ta EKTC

Cywma 6ainiB O1iHKa 3a HaI[lOHATBHOIO
3a Bcl Buau| OIiHKa IIKaJIOO
HaBuansuoil EKTC JJIs1 €K3aMECHY IJIs 3aJ'IiKy
ISIBHOCTI
90-100 A BIIMIHHO
82-89 B
74-81 C Aobpe 3apaxoBaHO
64-73 D )
60-63 B 3aJI0BIILHO
HE3aJ0BUIHLHO 3 MOKJIUBICTIO HE 3apaxoOBaHoO 3
35-59 FX MTOBTOPHOTO CKJIQJIaHHS MOJKJIMBICTIO
MTOBTOPHOTO
CKJIaJIaHHSA
HE3aJI0BLJIBHO 3 000B’I3KOBUM HE 3apax0OBaHO 3
1-34 F ITOBTOPHUM BUBYEHHSAM 000B’I3KOBUM
JTHUCIHATUIIHA MTOBTOPHUM BHBYCHHSIM
TUCLIUIUTIHA




Kpurepii oniHloBaHHSI 3HAHb 3100yBaviB BUIOI OCBITH

Peanizaiiiss o0CHOBHMX 3aB/IaHb KOHTPOJIIO 3HaHb 3/100yBauiB BUIOi ocBiTH y HHTY
JOCATAETHCSI CUCTEMHUMH TIAXOAaMHU 70 OLIIHIOBAHHS Ta KOMIUIEKCHICTIO 3aCTOCYBaHHS
PI3HUX BHUIIB KOHTPOJIIO. 3TiTHO 3 JII0YOI0 B YHIBEPCHUTETI CHUCTEMOIO KOMILIEKCHOI
J1arHOCTHKY 3HaHb, 3 METOIO CTUMYJIIOBAHHSI INTAHOMIPHOI Ta CHCTEMATUYHOI HaBYAIHHOT
po0OOTH, OIllHKa 3HAaHb 3700yBaviB BHUIOI OCBITU 3IACHIOETHCS 3a 100-0ambHOIO
CUCTEMOIO.

dopmMH KOHTPOJIIO 3HAaHb 3/100yBayiB BUILIOI OCBITU

- IOTOYHUM;
- pyOLKHUIA;
- CEMECTPOBUH ITIJICYMKOBUH (3aJIiK, €K3aMEH).

OuiHroBaHHA 3HaHb 37100yBayviB BHINOI OCBITH B YHIBEPCHUTETI 31HCHIOETHCS 3a
100-6ay1bHOIO IIKAJIOI0, SIKa TEPEBOAUTHCS BIAMOBIAHO y HAIIOHAIBHY KAy
(«BIIMIHHO», «J00pe», «3aJ0BLIBLHOY», «HE3aJOBUIBHO») Ta IIKaly €BPOMEHCHKOI
kpenutHo-TpaHcdepnoi cuctemu (EKTC —-A, B, C, D, E, FX, F).

KpuTtepii orinku icnuTy:

olinky «BigMiHHO» (90-100 6aniB, A) 3aciyroBye 3700yBa4 BUIIO1 OCBITH, SKHI:

- BCeO14HO, IMUMOOKO BOJIO/I1€ HABYAIBHO-IPOTPAMOBUM MaTepiaioM;

- BMi€ CaMOCTIHO BUKOHYBATH 3aBJIaHHS, epe0adeHi Mporpamoro,

BUKOPUCTOBYE HAOYTI 3HaHHS 1 BMIHHS Y HECTaHIapTHUX CUTYaIIsIX;

- 3aCBOIiB OCHOBHY 1 O3HaOMJIEHHH 3 JOAATKOBOIO JITEPaTypoIo, Ka pEKOMEHI0BaHa
IPOrpamolo;

- 3aCBOiB B3a€MO3B'S30K OCHOBHHMX IIOHATH IUCIUIUIIHM Ta YCBIIOMIIIOE iX
3Ha4eHHs 715 ipodecii, Ky BiH HaOyBae;

- BUIbHO BHUCJIOBJIIOE BJIACHI JYMKH, CAMOCTIMHO OIIHIOE€ PI3HOMAHITHI KUTTEBI
SBUIIA 1 PaKTH, BUSBIISIIOYH OCOOMCTICHY MO3HUIIIIO;

- CaMOCTIHHO BHM3HA4ya€ OKpeMi Il BJIAacCHOI HaBYAIbHOI JISUIBHOCTI, BHUSBUB
TBOPUYI 310HOCTI 1 BUKOPUCTOBYE iX MPU BUBYEHHI HABYAIBHO-IPOrPAMOBOIO Marepiaiy,
POSIBUB HAXWJI IO HAYKOBOI POOOTH.

OIliHKY « 100pe» (82-89 6aJiB, B) — 3acimyroBye 3100yBau BUINOI OCBITH, SIKHIA:

- MOBHICTIO OMNaHyBaB 1 BUIbHO (CaMOCTIMHO) BOJIOAIE HABYAIBHO-IIPOTPAMOBUM
MaTepiaJioM, B TOMY YHCII 3aCTOCOBYE HOro Ha MPAKTHUI, Ma€ CHUCTEMHI 3HAHHS
JOCTaTHHOMY 0OC$131 BIAMOBIAHO 10 HABYAJIBHO-IIPOTPaMOBOr0 MaTepiaay, apryMEHTOBAHO
BUKOPHUCTOBYE X y PI3HUX CUTYAIIfX;

- Ma€ 3JaTHICTh JI0 CaMOCTIMHOrO TOIIyKy iH(opMallii, a TakoX 0 aHam3y,
MIOCTAaHOBKH 1 PO3B'I3yBaHHS MPoOIeM MpodeCiitHOTO CIIPSIMYyBaHHS;

- TI1JT Yac BIJMOBII JOMYCTHUB JIesIKI HETOYHOCTI, SIKI CAMOCTIMHO BHUIPABIISLE, J00Upae
NEPEKOHJIMBI ApTyMEHTH Ha MIATBEPIKEHHSI BUBUCHOI'O MaTepiaiy;

oliHKy «100pe» (74-81 6as, C) 3acnyroBye 3700yBay BUIIOi OCBITH, SKHI:

- B 3arajJjbHOMYy poOOTY BHUKOHAaB, aJji¢ BIJMIOBI/Ia€ HA €K3aMEH1 3 MEBHOK KUIBKICTIO
TTOMIIOK;

- BMi€ TIOpIBHIOBaTH, Yy3arajJbHIOBaTH, CHCTEMaTU3yBaTh 1H(oOpMaIio  Tif
KEpIBHUILITBOM BHKJIaJaya, B LUJIOMY CaMOCTIHO 3aCTOCOBYBAaTHM Ha MIPaKTHII],
KOHTPOJIIOBATH BJIACHY JISUTBHICTB;



- ONaHyBaB HaBYAJIBbHO-NIPOrPAMOBHI Marepian, YCHIIIHO BUKOHAB 3aBJIaHHI,
nepeadadyeHi mporpaMoro, 3aCBOiB OCHOBHY JIITEPATypy, SKa PEKOMEH0BaHa MPOrpaMoio;

OLIHKY «3a10BiIbHO» (64-73 0anu, D) — 3acnyroBye 3700yBayu BUIIOT OCBITH, SIKHIL:

- 3Ha€ OCHOBHMHI HaBYAJIbHO-IIPOrPAMOBHI Martepiad B 00cCs31, HEOOXITHOMY IS
NOJAJIBLIOr0 HaBYaHHS 1 BUKOPUCTaHHS Moro y MailOyTHii nmpodecii;

- BUKOHYE€ 3aBJJaHHS, aJie TIPH PIllIeHH] JOIyCKa€ 3HAaYHY KUIbKICTh TOMUJIOK;

- 03HaHOMJICHUH 3 OCHOBHOIO JIITEPATYPOIO, IKa PEKOMEHI0BaHa MPOTPaMOI0;

- JIONyCKa€ Ha 3aHATTAX YU C€K3aMCHI TOMUWJIKHA IPYW BUKOHAHHI 3aBJaHb, aje IIif
KEpIBHUIITBOM BUKJIaJ]a4a 3HAXOIUTh IIJISXU X YCYHEHHS.

OIIIHKY «3a10BUIbHO» (60-63 6anu, E) — 3aciyroBye 3100yBay BUIIOi OCBITH, SIKH:

- BOJIOJII€ OCHOBHMM HaBYAJIbHO-IIPOTPAMOBUM MaTepiaioM B 00Cs131, HEOOX1THOMY IS
NOJAJIBLIOTO HAaBYaHHS 1 BAKOPUCTaHHS Moro y MailOyTHIi mpodecii, a BAKOHAHHS 3aBJaHb
3aJI0BOJIBHSIE MiHIMAJIbHI KpUTEPil. 3HAHHS MAIOTh PEMPOAYKTUBHUN XapaKTep.

olliHKA «He3aM0BiILHO» (35-59 O6aniB, FX) — BucraBiserscst 3100yBay BUINOI OCBITH,
KU BHUSBUB CYTTEBI MPOTAJMHM B 3HAHHAX OCHOBHOTO MPOrPaMOBOTO Marepiany,
JIOTTYCTHB MPUHIIMIIOB] TOMUJIKK Y BUKOHAHHI NIepe10aueHuX MpOorpaMor0 3aB/IaHb.

OIiIHKY «He3a10BLILHO» (35 0aaiB, F) — BucraBisieThes 3100yBay BUIIIOI OCBITH, SIKHI:

- BOJIOJII€ HABYAIIBHUM MaTepiaJioM TUTBKH Ha PiBHI €JIEMEHTAPHOTO PO3IMi3HABAaHHS 1
BIJITBOPEHHS OKpeMUX (DaKkTiB a0 HE BOJIOJIIE 30BCIM;

- JoTycKae Tpy0i HOMUIIKY ITPU BUKOHAHHI 3aBJlaHb, epeadadyeHuX IporpamMoro;

- HE MOXKE€ MPOJOBKYBATH HABYAHHS 1 HE TOTOBUM 10 MPOodeciitHOl AISUTBHOCTI Micis
3aKIHYEHHS YHIBEPCUTETY 0€3 MOBTOPHOI'O BUBYECHHS 1AHOI AUCIUILTIHH.

IIlpu BHcCTaBJeHHI ONIIHKM BPAXOBYKTBLCH Ppe3yJbTAaTH HABYAJBHOI Po00TH
3100yBa4ya BHUILOI OCBITH IPOTATOM CEMECTPY

Kpurepii ominku 3aiiky:

- «3apaxoBaHO» — 3/100yBay BHIIOi OCBITH Ma€ CTIWKI 3HAHHS MPO OCHOBHI IMOHSTTS
JTUCLUIUTIHYU, MOK€e C(OPMYJTIOBATU B3a€EMO3B'S3KH M1K TOHSATTIAMH.

- «He 3apaxoBaHoO» — 3/100yBay BHUINOT OCBITHA Ma€ 3HAYH1 TPOITYCKH B 3HAHHSX, HE MOXKE
c(hopMyITIOBaTH B3a€EMO3B'SI3KY MIJK IMTOHSATTSAMH, 1[0 BUBYAIOTHCS B KYpCl, HE Ma€ YSBIICHHS
PO OUIBIIICTH OCHOBHUX TOHSTH TUCIUTIIIHU, 10 BUBYAETHCA.

IoToyHMii KOHTPOJIb 3IINCHIOETHCS MPOTITOM CEMECTPY IIiJ] Yac MPOBEICHHS

aynmuTopHUX 3aHATh. OCHOBHE 3aBJIaHHS TOTOYHOTO KOHTPOJIO — TIEpPEeBIpKa PIBHS
MITOTOBKU 37100yBaydiB BUINOI OCBITH O BUKOHAHHS KOHKPETHOI pOOOTH Ha 3aHSTTI Ta
PiBHSI 3aCBO€HHS HaBUaJhHOTO Matepiamy. [IoToUYHWN KOHTPOIH MOXKE MPOBOJIUTHUCS B
yCHIA a00 muchbMOBiH (opmi Ta y GopMi KOMIT'IOTEPHOTO TECTYBaHHS Ha MPAKTUUYHUX
3AHATTSX.
VY nepmomy cemecTpi - 3aiik. 3q00yBay moxke Habpatu 100 6aniB (50 MmakcuManbHO 3a
nepimi  MOIylnbHUNA KOHTpoJib 1 50 MakcuManbHO OalliB 3a APYrUd MOIYJIbHUN
KOHTPOJIB). Y IPYyroMy CEMECTpI - ICIIUT. 3a TPETii 1 Y4ETBEPTU MOIYIbHI KOHTPOJII O
30 6amB makcumanbHO. 30+30=60. I 40 OGaniB BHHOCUTBCS Ha IcOUT Yy Gdopmi
nUCbMOBOTrO TecTy. TooTo MakcumanbHo 60+40=100.



ITotoune TECTYBaHHA

3micToBui MOIyIIb 3 3micToBuil Moayh 4 Icur| Cyma
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30 Garis 30 6anis 40 | 100

MiHiMaJIbHI Ta MAKCHUMAJIbHI IOPOTH BCTAHOBJICHHS MAKCUMAJIbHOI KUIBKOCTI
0aJiiB 1151 KOHKPETHUX BUAIB PoOiT

Buau pobit MiniMaJbpHUH mopir MakcuMabHIHI nopir
ba3ose Ta cutyaTnBHE He omintoeTncs 1 6an
CIJIKYBaHHS B YCHiH Ta
MUCHEMOBIH opMax
BuxoHaHHS MPaKTUYHUX BIpaB 1 Gan 2 Ganu
Bucrym 3 1 Gan 3 GautiB
JTOTIOB1JITIO/TIPE3CHTAITI €10
Tectu 0,25 GaniB 0,5 6anmu

OuiHloBaHHS BUAIB POOIT i 4aC MOTOYHOI0 OiHIOBAHHS

Buau pobir MaxkcumaneHa | MakcumanbHa OpieHToBHA B Tomy umci posnonin
KUTBKICTB OaJIiB | KUIBKICTh OalliB | KUIBKICTH POOIT, SIKY 3a 3MiCTOBHIUMH
ITiJ] 9ac 3a OJIMH BUJI Ma€ BUKOHATH MOIYJISIMH,
MOTOYHOT'O po0it 3m00yBay abu BPaxOBYIOUHU PO3ITOJILI
OLIHIOBAHHSA OTpUMATH OaniB
MaKCHUMAaJIbHY
KUTBKiCTh OaliB 3a I 11
MOTOYHUM
OITIHIOBAHHSM IIPH
OILIIHIOBAHHI
KOKHOTO BHIY poOiT
MaKCHMaIbHOIO
KiITbKiCTIO OattiB
[loroune onnTyBaHHS 20 3 7 BiAmIOBiAEH 10 OaxiB 10 0axiB
BuxonanHs 10 3 3 3aHATTS 5 GauiB 5 GauiB
rpaMaTUYHUX BIIPaB
TecryBanus 14 3 12 TectiB 7 Gaui 7 GaiiB
[ligroToBKa ycHHX 6 3 ycHi gomoBifi 3 3 bamu 3 bamu
JOTIOBizeH Ta Mpe3eHTaLiIMHU
pe3eHTali
I'pynosa poboTa 10 5 2 rpymnoBi podoTu 5 GaiiB 5 GauiB
Pazom 60 6amiB 30 6amni 30 6amniB

PexomennoBaHa JiTeparypa

Ocnoena nimepamypa

1. Information technology. Virginia Evans, Jenny Dooley. Career Paths. Express
Publishing. 2011. — 122 p.
2. Cyber Security Essentials. Edited by James Graham Richard Howard Ryan Olson.

Auerbach Publications Taylor & Francis Group 6000 Broken Sound Parkway NW, Suite
300 Boca Raton, FL 33487-2742 (camocTiiiHa po0OoTa)



3. Marepianu TOEFL (Test of English as a Foreign Language) — Mib>kHapoAHOTO €K3aMeHy
3 aHIJIIMChKOI MOBH SIK 1HO3EMHOI.

Jlooamkosi 0xcepena ingpopmauii:
1. Introduction to Computer Networks and Cybersecurity. Chwan-Hwa (John) Wu
Auburn University, J. David Irwin Auburn University. CRC Press is an imprint of Taylor
& Francis Group, an Informal business.

Ingpopmauinni pecypcu
1. https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html
2. https://en.wikipedia.org/wiki/Computer _engineering
3. https://www.coursera.org/articles/computer-engineering
4. http://moodle.kntu.kr.ua/
5. http://library.kntu.kr.ua/
6. https://library.kr.ua/
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