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MIHICTEPCTBO OCBITH I HAYKH YKPAIHH

HAKA3

ob 10w Ay, . Kuin N rBsaT

[lpo saTeepoxentn crangapry

izl oCRiTH 33 cnediansricTIo

125 «KiGepbeanexax ann nepworo
{Gaxnaanpesicoro) pinis nauLol ocsiTy

Bianogiano ao wacruan woerol crarr 10, niuryrxry 16 sacTesn nepwol crarmi
13 3axony Yapaimu «[lpo sumty ocsivy» Ta piwennn Konerii Misicrepersa ocaimy |
nayxn Yxpainn sig 24.04 2018 p., nporokon Ne 434,

HAKA3VYIO;

1, Jermepmrre cruizapr ol ocsite 3 cnemiamsicno 125 «KiGepSexnexas
iy snann 12 «lndopmanifni rexnonoriie jan pepworo (Gaxassspcixoro) pisnx
BULIOT OCHITH, IO NOJICTICK,

2. YOTAHOBHTH, WO aToepmnetA crammpt »nuol ocsith seoimecs 5 2o »
20182019 sxasvunnnoro poky,

3. KoHTpoas 58 muxOHaHRAM ULOTO HAKMYY noxascTy Ma jactynnmxs Misictpa
Pawresiya 10, M,

Minicrp : JL M. Mpuscanry




3ATBEP/IKEHO
Haxka3 MinicTepcTBa
OCBITH 1 HAyKH Y KpaiHu

04.10.2018 p. Ne 1074

CTAHJAPT BHUIIIOI OCBITH YKPATHA

nepuiuii (0akajaaBpcbKuUii) piBeHb

(Ha3Ba piBHA BHINOI OCBITH)

O0akanaBp

(Ha3Ba CTYHEHS, IO HPUCBOKETHCA)

T'AJIY3b 3HAHD 12 Iudopmaniiigi TeXHOJIOTi1

(mu¢p Ta HazBa raixysi 3HaHb)

CHEHIIAJIBHICTD 125 Kioep0e3neka

(kox Ta HaliMEHYBaHHS CHEI1aJbHOCTI)

Buoanuna ogivinne

MIHICTEPCTBO OCBITHU 1 HAYKU YKPAIHU

Kuis
2018
2
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I. IlpeamOys1a
Cranmapt BUIOI OCBITH YKpaiHu: nepiivid (0akanaBpChbKUi) piBEHb, Tally3b
3HaHb 12 — [HdopmariitHi TexHosori, criemanbHicTh 125 — KibepOe3neka
3aTBepKEHO 1 BBEJIEHO B 110 Haka3oM MiHicTepCTBa OCBITH 1 HAyKU Y KpaiHu
Bim . . p. No

CranmapT po3poOieHO uileHaMHu Tigkomicii 31 cmemiampHOCTI 125 —
Kibepbesnexka HaykoBo-metoamunoi komicii Ne 8 3 iH(popManiiHUX TEXHOJOTIH,
aBTOMAaTH3alli Ta TENEKOMYHIKAIlill cekTopy BuUINOi ocBiTM HaykoBo-mMeTomanyHOi
paau MiHicTepcTBa OCBITH 1 HAYKH Y KpaiHU:

KOnin Onexcannp KoctsutuHOBHMY — rosioBa migkomicii 125 «KibGepbesmneka
HaykoBo-MeToanuHOo1 komicli (HMK 8) 3 indopmariiitHuX TeXHOJIOT1#, aBTOMaTH3alii
Ta TeJIECKOMYHiKailii, aupekTop HaBdanbHO-HAYKOBOTO IHCTUTYTY KOMIT IOTEPHUX
iHpopMariitHux TexHoJorii HalioHanIbHOro aBialiitHOTO YHIBEPCUTETY.

Oxkcitok  Omnekcangp ['miboBud — 3acTymHMK TOJIOBH Tigkomicii 125
«KibepOe3neka» HaykoBo-meTonuyHoi komicii (HMK &) 3  indopmariitHux
TEXHOJIOT1i, aBTOMAaTH3allil Ta TEJIEKOMYHIiKalliil, 3aBinyBad kadeapu Kidbepoesneku
Ta 3axucTty iHdopmanii KHiBCHKOTO HalllOHAJIIBHOTO YyHIBepcuTeTy iMmeH1 Tapaca
IlleBueHKa;

babenko Tersna BacuimiBHa — 3aBigyBau kKadeapu Oesneku iHpopmarii Ta
TeJIeKOMYHIKaliil Jlep)kaBHOro BHUIOTO HaBYaJlbHOTO 3aknany «HamonansHuit
TIPHUYUNA YHIBEPCUTETY;

Bbypsiuok Bonogumup JleoHioOBUY — TPOBIAHMN HAYKOBHM CHIBPOOITHUK
kadeapu 1HGOpMAMINHUX TEXHOJOTIH 1 MaTeMaTHYHUX JUCIHUILIIH KuiBchkoro
yHiBepcuTeTy iMeH1 bopuca ['pindeHka,

BoponoB Bikrop PomanoBHu — 3acTymHMK HayaJbHUKA  yIPABIIHHS
JlenapramMeHTy TeXHIYHOTO 3axucTy iH(opmarlii AaminicTparii [ep:xaBHoi ciryxOu
CHEeLIaJIbHOrO 3B 3Ky Ta 3aXUCTy 1H(popmanli YKpainu;

Kaunncbkuii Anaroniii bponicnaBoBuy — npodecop kadenpu iHdopmaiinHoi
Oesnekn  HamioHanbHOro  TEXHIYHOTO  yHiBepcuTeTy Ykpainu "KuiBcbkuid
MOJITEXHIYHUN THCTUTYT";

Ky3nenoB Oumnekcannp OnekcanapoBud — mpodecop kadeapu Oe3neku
1H(OpMAIIHHUX CUCTEM 1 TEXHOJIOTIM XapKiBCHKOTO HAalLlIOHAJIBHOTO YHIBEPCUTETY
imeni B.H. Kapa3zina,

MakcumoBuu Bonogumup MukonaiioBud — 3aBigyBad Kadeapu Oesnexu
iHdopmariiinux ~ TexHosorid  HamionamesHoro — yHiBepcuteTy — «JIbBIBChKa
[IOJIITEXHIKAY,

Ueuenbuunpkuii  Biktop SfkoBuu — gupektop IHCTHTYTY iH(pOpMAIiiHOT
Oesmekn,  pamioeneKTpoHiKM  OJEeChKOro  HAIIOHAJBHOTO  IOJITEXHIYHOTO
YHIBEPCUTETY.

Cranmapt po3risiHYyTO Ta CXBAJICHO Ha 3aciaHHI MJAKOMICIT 31 CHEeliaIbHOCTI
125 — KibepbOesneka HaykoBo-meroanunoi kowmicii Ne 8 3 iHpopMaliifHuX
TEXHOJIOT1, aBTOMAaTHU3alli Ta TeleKoMyHikaliii HaykoBo-MeToauuHOi paau
MinictepcTBa OCBITH 1 HayKu YKpainu 25.05.2016 p. npotokomn Ne 2.
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CranpapT poO3IJIIHYTO Ha 3acijaHHl cekTopy BuIOi ocBith HaykoBo-
MeTOAuYHO1 paau MiHicTepcTBa OCBITH 1 Hayku YKpainu Bij 27 BepecHsa 2016 poky,
npoTokoi Ne7.

daxoBy €KCIEPTU3Y TPOBOJUIIH:

Yayzo Onekcanap MukonaiioBud, nepmuid 3actynHuk ['omoBu JlepxaBHO1
CIIy>kOU CHEIiaIbHOTO 3B'SI3KY Ta 3aXUCTy 1H(opmallii Ykpainu,

Baciniy €Bren BikTopoBHY, IUPEKTOp HAyKOBO-HABYAJIBHOTO 1HCTUTYTY
Onecbkoi HatioHabHOI akageMii 3B's13ky iM. O.C. [Tomosa,

LumiwoB  Pycnman  Bomnonumuposud, I'enepanpHuit  nupexktop deneparrii
poboToaBIiB YKpaiHu,
Kanns Irop Iropesuy, aupexkrop TOB «bBMC KoncanTuHr,

Jlucunpkuii Irop Bikroposuy, ["'omoBa BeeykpaiHchkoi rpoMaackkoi oprasizaiii
«Paga 3 KOHKYpPEHTOCIPOMOKHOCTI 1HAYCTpli 1HQOpMAaIIHHO-KOMYHIKAIIHHUX
TEXHOJIOT1 YKpaiHu».

MeTtonuuHy eKcrepTi3y MpOBOAMIIN:

KamamnikoBa CpiTiiana AHApiiBHA, MOKTOpP NEJAroriyHUX Hayk, mpodecop,
nupekTop [HctuTyty Bunioi ocsitn HAIIH Ykpainu;

Tananosa JXannera BacuiiBHa, JOKTOp MeJaroriyHUX Hayk, JAOLEHT, CTApIIHi
HAyKOBUU CHIBPOOITHHK, MEHEIKEep 3 aHamiTuyHoi pobOotu HarioHanbHOTO
Epasmyc+ odicy B YkpaiHi.

CrangapT po3riisiHyTo Jlep>KaBHOKO CIY»KOOIO CIEIIalbHOTO 3B SA3KY Ta 3aXUCTY
iHdopmari Ykpainu ta Oeaepaiiiero podoToAaBINB YKpaiHH.

Cranaapt po3MISIHYTO MICIsS HAIXO/KEHHS BCIX 3ayBaKEHb Ta MPOIO3UIIN Ta
CXBAJIEHO Ha 3acimadHHl MIKOMicil 31 coemiadbHOCTI 31 choermianbHocTi 125 —
Kibepbesneka HaykoBo-metoamunoi komicii Ne 8 3 iH(popManiiHUX TEXHOJOTIH,
aBTOMaTHU3allii Ta TeleKoMyHikanii HaykoBo-meTonnunoi paau MiHICTEpCTBA OCBITH
1 Hayku Ykpainu 14.06.2017 npotokon Ne 4
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I1. 3arajgbHa XapakTepuCcTHKA

PiBens Buoi
OCBITH

[epunii (OakamaBpChbKuii) piBEHb

CrtymniHb, M0
TIPUCBOIOETHCS

bakamaBp

Ha3Ba ranysi 3HaHb

12 Tndopmairiitai TexHOIOTi

HazBa
CHellaIbHOCTI

125 KibepOesmneka

OOMeXeHHS 1010
dbopM HaBUAHHS

Jlenna, 3a04Ha, TUCTaHIIIAHA

OcBiTHA OakanaBp 3 KibepOe3nekn
KBamidikais,

Ksamnidixkaris B Crymninb BuIIOi ocBiTH — bakanasp
JUTLIIOMI CrnemianbsHicTh — 125 KiGepbOesneka

Cremianizanis — (3a3HaYUTH Ha3BY CIeliaji3ailii 3a HasBHOCT1)
OcBiTHs nporpamMa — (3a3Ha4YUTH Ha3BY)

Onuc npeaMeTHo1
obmacri

00’ ekt podeCiiiHOT MSIIBHOCTI BUYCKHUKIB:

— o0'ektn  1H(opMmaTu3alii, BKJIOYAOYM  KOMI'IOTEpPHI,
aBTOMATU30BaHI,  TEJIEKOMYHIKalliiHi, 1H(bOopMaIliitHi,
1H(pOopMaIITHO-aHAIITUYHI, 1H(popmarliiHo-

TEJEKOMYHIKALlliHI CHCTeMH, 1H(QOpMalliiHI pecypcH 1

TEXHOJIOT1I;
— TEXHOJOrIi 3a0e3ne4eHHs 0e3neKku 1HpopMallii;
— TpolecH YIPABIIIHHS 1H(pOopMaIiiHOIO Ta/abo
Ki0epOe3neKkoro 00’ €KTIB, 10 MiJISATal0Th 3aXUCTY.
[um HaBYaHHS IMArOTOBKA (axiBIIiB, 3IaTHUX
BUKOPHUCTOBYBATHU 1 BIIPOBAJI)KyBaTH TEXHOJIOT1i

1H(popmarriitHoi Ta/abo kibepOe3neK.

TeopeTnyHuM 3MICT PEAMETHOT 007aCTi

3HaHHS

— 3aKOHOJIaBYOi, HOPMATUBHO-TIPABOBOi 0a3u VYKpaiHU Ta
BUMOT BIJIMOBITHUX MDKHAPOJIHUX CTAHAAPTIB 1 IMPaKTHK
1010 3A1MCHEHHsI NpodecitHOI AiSITBHOCTI,

— TPUWHIMIIB  CYNPOBOAY  CHCTEM  Ta
iHpopMaIliiiHoi Ta/abo KibepOe3neKy;

— Teopli, MoJeNel Ta MPUHLUIIB YNPaBIIHHS JOCTYIIOM J10
1H(pOopMaIITHUX pecypciB,;

KOMILJIEKCIB

— Teopii cucTeM ympaBiiHHA iHQoOpmaniiHOW  Ta/abo
KibepOe3meKoro;

—~ METOAIB Ta 3aco0iB  BUSIBJICHHS, VYHOPaBIiHHA  Ta
ineHTrudikarmii pu3KKiB,

—~ MeTOoAIB Ta 3aco0iB OIIHIOBaHHS Ta 3a0e3MeueHHs

HEOOX1THOTO PIBHS 3aXHUIIEHOCTI 1H(pOpMAIIii;
—  METONIB Ta 3aco0IB TEXHIYHOTO Ta KpunTorpadigyHOro
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3aXUCTY 1H(pOpMaIlii;

~ cydacHHX 1HGOpMaIiHHO-KOMYHIKallIHHUX TEXHOJIOT1H;

— CY4YacHOTO IPOrpaMHO-arapaTHOTO 3a0€3MeUCHHS
1HbOpMaIIHHO-KOMYHIKALlIHHUX TEXHOJOT1i;

~ aBTOMAaTH30BaHUX CHUCTEM TMPOCKTYBAHHS.

MeToau, METOIMKHU Ta TEXHOJIOTIi:

Metoau, MeToaukH, iHGOpMaIiTHO-KOMYHIKAIIHHI TEXHOJIOT11

Ta 1HOI TexHOJOrii 3a0e3meueHHs iH(opmarliiHoi Ta/ abo

Ki0epOe3neKH.

[HCTpYMEHTH Ta 008 IHAHHSL:

— CHCTEMH pO3pOOKH, 3a0e3leUeHHs, MOHITOPHHTY Ta
KOHTPOJTIO TportieciB iH(opmarliiiiHoi Ta/ abo KibepOe3neKw;,

— CydYacHe pOorpaMHO-arapaTHe 3a0e3neYeHHS
1H(}OpMaIiiTHO-KOMYHIKAI[IMHUX TEXHOJIOTIH.

AkaznemiuHi mpaBa | MOXJIHUBICT MPOJIOBKUTH HABYAHHS 32 OCBITHBOIO MPOTPaMOI0
BUITYCKHHKIB CTYIICHSI MaricTpa.

III. O6csr kpenutiB EKTC, HeoOXinHMi 1151 3M00yTTS BiANOBIIHOIO CTyINEHSA
BHIIOI OCBITH (3MiHU 8HeceHO 8i0n08IOHO 00 Haka3y Minicmepcmea oceimu i HayKu
Yrpainu 6io 28.05.2021 Ne 593)

OOcsr OCBITHBOI IpOrpamMu OaxkaiaBpa:
- Ha 0a31 MOBHOI 3arajabHO1 cepeiHboi ocBITU— 240 kpenutiB €EKTC
- Ha 0a3l CTymeHsi «MOJOIIIMI OakanaBp» (OCBITHbO-KBaTI(PIKAIIIMHOTO pPIiBHS
«MOJIOJIIIUN  CTEIIaliCT») 3aKjaJ BUINOI OCBITU Ma€ TMpaBO BHU3HATH Ta
nepe3apaxyBatu He Ouibmie HiDK 120 kpeautiB €KTC, oTrpuMaHux B Mexkax
MOTEePEIHbOT OCBITHROI MPOTpPaMM MiJATOTOBKH MOJOIIOr0 OakagaBpa (MOJOIIIOTO
CHeIiasicTa).
Ha ocHoBi crynens «daxoBuid mMojoamui OakaiaBp» 3akjaj BUIIOI OCBITH
Mae MpaBO BU3HATH Ta mepe3apaxyBaTu He Ouibmie HiK 60 kpenutie €KTC,
OTPUMAaHUX 32 MOMNEPETHBOIO0 OCBITHBOIO MPOTPaMolo (paxoBoi NEpeIBUILOT OCBITH.
[Ipuitom Ha OCHOBI CTYIEHIB «MOJOJAIIMK OakagaBp», «(HaxoBUH MOJIOAIINN
OakanmaBp» a00 OCBITHBO-KBaMI(IKAIIMHOTO PIBHSI  «MOJIOJIIUN  CHEIaTicT»
3MIMCHIOETHCS 3a pe3ysIbTaTaMU 30BHIIIHBOTO HE3aJIEKHOTO OIL[IHIOBAHHS B MOPSAKY,
BHU3HAUYEHOMY 3aKOHOJIaBCTBOM.
Minimym /5% oOcary OCBITHBOI MporpaMm Mae OyTH CHpPSIMOBAHO Ha
3a0e3MeUeHHs] 3arajbHUX Ta cCheumiaibHux ((haxoBUX) KOMIIETEHTHOCTEH 3a
CHEIIATBHICTIO BUBHAYCHOIO CTAHIaPTOM BHIIIO1 OCBITH.

IV. IlepeJiik KOMIIETEHTHOCTE BUIIYCKHUKA

InTerpanbHa 3MaTHICT, PO3B’SI3yBaTH CKJIaJHI CHeIliagi3oBaHl 3ajgadi  Ta
KOMIIETEHTHICTh | IPAKTUYHI MpodiieMu y rany3l 3a0e3nedeHHs iHdopmaliitHoi
Oesmekn  1\abo  kiOepOe3mekw, 10  XapaKTEePU3YEThCS
KOMIUICKCHICTIO Ta HETTOBHOIO BU3HAYEHICTIO YMOB.



https://zakon.rada.gov.ua/laws/show/1556-18?find=1&text=%D1%84%D0%B0%D1%85%D0%BE%D0%B2%D0%BE#w1_12
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3araanHi
KOMIIETEHTHOCTI

K3 1. 3pmarHicTh 3acTOCOBYBaTH 3HAHHS Yy IPaKTUYHHUX
CUTYaIIsX.

K3 2. 3HanHs Ta po3yMiHHA NMPEAMETHOI 00JAcTi Ta PO3YMIHHS
npodecii.

K3 3. 3nmartHicTh mnpodeciiiHO CHIIKyBaTUCA ACPKABHOIO Ta
1HO3EMHOIO MOBaMH SIK YCHO, TaK 1 MMCbMOBO.

K3 4. BMiHHA BUSIBIISATH, CTaBUTH Ta BUPILIYBaTH MPOOJIEMU 3a
podeCIHIM CIIPSIMYBaHHSIM.

K3 5. 3parnicte 10 mOmyKy, OOpOOJeHHS Ta aHami3y
iH(opMmarii.

K3 6. 3naTHicTh peanizyBaTu CBOi mpaBa i 000B’S3KU SIK YjieHA
CyCIUUIBCTBA,  YCBIIOMJIIOBAaTH  I[IHHOCTI  TPOMAASHCHKOTO
(BUIBHOTO JIEMOKPATUYHOTO) CYCHUILCTBA Ta HEOOX1IHICTH HOTO
CTaJIOTO PO3BUTKY, BEPXOBEHCTBA MpaBa, IMpaB i CBOOO/T JIFOINHU
1 TpoMaJisiTHUHA B YKpaiHi;

K3 7. 3parthicte 30epiraTi Ta NPUMHOXKYBAaTH MOpaJbHI,
KyJbTYpPHI, HAyKOBI IIIHHOCTI 1 JOCATHEHHS CYCHUIbCTBA Ha
OCHOBI PO3yMIHHSI 1ICTOpli Ta 3aKOHOMIPHOCTEH PO3BUTKY
IpeIMETHOI 00J1acTi, il MICIS y 3arajbHiil CUCTEMI 3HaHb MPO
OPUPOAY 1 CYCHUIBCTBO Ta Y PO3BUTKY CYCHIJIbCTBA, TEXHIKHU 1
TEXHOJIOT1i, BUKOPUCTOBYBAaTU Pi3HI BUAM Ta (POPMHU PYXOBOi
aKTUBHOCTI JUIsl aKTUBHOTO BIJMIOYMHKY Ta BEICHHS 3JI0POBOTO
CIOCO0Y KUTTS.

daxosi
KOMIIETEHTHOCTI

K® 1. 3parHicTh 3aCTOCOBYBAaTH 3aKOHOJABYy Ta HOPMAaTUBHO-
MpaBoBy 0a3zy, a TakKOX JepKaBHI Ta MIDXKHApOJHI BUMOTH,
MPaKTUKU 1 CTaHAAPTH 3 METOK 3AlMCHEHHs mpodeciiiHoi
JUSTBHOCTI B Talty31 iH(opMariiiHoi Ta/abo kibepOesnexu.

K® 2. 3pgatHictTh 10  BUKOpPUCTaHHS  iH(opMaIiitHo-
KOMYHIKAIIIMHUX TEXHOJIOT1M, Cy4aCHHUX METOMIB 1 Mojenen
iH(dopMmarliiitHoi 6e3neku Ta/ado KibepOe3neKu.

K® 3. 3paTHicTh 10 BUKOPUCTAHHS MPOTPAMHUX Ta MPOTPAMHO-
anmapaTHUX KOMIUIEKCIB 3aco0IB  3axUCTy I1H(popMalii B
1H(popMaIiiHO-TETEKOMYHIKAIIMHUX (aBTOMAaTHU30BAHUX)
CUCTEMAX.

K® 4. 3natHicTh 3a0e3nedyBaTu HEMEPEPBHICTH OI3HECY 3T1THO
BCTAHOBJIEHOT MOJITUKH 1H(POPMAILIIITHOI Ta/ab0 KiOGepOe3neKu.

K® 5. 3parnicte 3ab0e3meuyBaTd 3axucT iHGopMmaIii, Mo
00po0bseThCs B 1H(MOpMaIIHHO-TEIEKOMYHIKAIITHUX
(aBTOMATH30BaHMX) CHUCTEMaX 3 METOIO peajizarlii BCTAHOBIECHOI
nomiThKY 1HhOopMarliitHoi Ta/abo kibepOe3neK.

K 6. 3parHictb BIOJHOBJIIOBATH IITaTHE (PYHKIIOHYBaHHS
1H(pOopMaIIHUX, 1H(opMaIIHO-TEIEKOMYHIKAI[IHHUX
(aBTOMaTHU30BaHMX) CUCTEM ITICIISI peatizallii 3arpo3 , 31iHCHeHHS
kibeparak, 300iB Ta BIIMOB PI3HUX KJIACiB Ta MOXOXKCHHSI.

Ko 7. 31aTHICTH BIIPOBA/DKYBAaTH  Ta  3a0es3leuyBaTu
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(GyHKIIIOHYBaHHS KOMIUIEKCHMX CHCTEM 3axucTy i1Hdopmarrii
(koMIUIEKCH ~ HOPMAaTHBHO-TIPABOBHUX,  OpraHizalliiHuX  Ta
TEXHIYHUX 3aC001B 1 METO/IIB, MPOIIEAYp, MPAKTUYHUX MPUHOMIB
Ta iH.)

K® 8. 3partHicth 37iliCHIOBAaTH  MPOLEAYPH  YIPaBIIHHS
IHIIMJICHTAMU, TIPOBOJAWTH PO3CIIyBaHHS, HAJABATH 1M OIIIHKY.

K® 9. 3nparnicTe 3aiicHIOBaTH TpodeciiHy MisSIbHICTh Ha
OCHOBI BMPOBAPKEHOI CHUCTEMHM YIPaBIIHHSA 1H(POPMAIIHHOIO
Ta/ab0 kibepOe3neKoro.

K® 10. 3patHicTh 3acTOCOBYBAaTHM METOJIM Ta  3acobOu
KpunrorpagiyHoro Ta TEXHIYHOrO 3axucTy iHdopmalii Ha
00’exTax 1H(OOPMaLIHHOI AISUTBHOCTI.

K® 11. 3patHicTh BHUKOHYBaTH  MOHITOPUHT  TIPOIECIB
(GyHKITIOHYBaHHS 1H(pOpMaLIHHUX, iHpOopMaIiifHo-
TEJICKOMYHIKAIIHHUX  (aBTOMAaTU30BaHMX) CHUCTEM  3T1JIHO
BCTAHOBJICHOT MOJITUKHU 1HGOpMAIIHHOI Ta/abo KibepOe3neKu.

K® 12. 3paTtHicTh aHami3yBaTH, BHUSBISITH Ta OIIHIOBATH
MOJKJIMB1 3arpo3d, Ypas3JIWBOCTI Ta JECTaOLII3yIoul YUHHUKA
1H(MOopMaIITHOMY MPOCTOPY Ta 1HGOPMAIIITHIM pecypcaM 3riHO
3 BCTAHOBJICHOIO  MOJITUKOW  1H(opmariiHoi  Ta/abo
Ki0epOe3IeKH.

V. HopmaTuBHuUii 3MicT miaAroroBku 3100yBa4iB BHIIOI  OCBIiTH,
chopmy/IbOBAHUI Y KOHTEKCTi pe3yJIbTATIiB HABYAHHS

KiH1eBi, miacyMKoBI Ta IHTETPAaTUBHI pe3yJIbTaTH HABYAHHS, 0 BU3HAYAIOTh
HOPMAaTHUBHUM 3MICT MIATOTOBKU 1 KOPETIOIOTHCS 3 BU3HAUECHUM BHILE MEPETIKOM
3arajbHUX 1 CHeIlaJbHUX KOMIIETEHTHOCTEH, ITOTaH0 HIDKYE.

Pe?,y.l'II)TaTH HaB4YaHHA

1. | - 3acTocoByBaTu 3HaHHS JEP>KABHOI Ta IHO3EMHHX MOB 3 METOIO 3a0€3MeUeHHs
e(heKTUBHOCTI MpoheciifHOI KOMYHIKAIIil;
2. | - oprani3oByBaTH BIacHy mpodeciiiHy HisUIbHICTh, OOUpPATH ONTHMAaJbHI

METOAM Ta CrocoOM pO3B’A3yBaHHS CKJIAJHUX CIELiali30BaHUX 3a7ad Ta
MpPaKTUYHUX TpodieM y npodeciiiHii IIAIbHOCTI, OIIHIOBATH I1XHIO
e(DEeKTUBHICTB;

3. | - BUKOPUCTOBYBATH PE3yJIbTaTU CaMOCTIMHOTO MOINIYKY, aHATI3y Ta CHUHTE3Y
iH(bopMaIli 3 pi3HUX JKEpen Ui ePEeKTUBHOTO PIIIECHHS CHEIliali30BaHuX
3a1a49 podeciitHol AisIbHOCTI;

4. | - aHamizyBaTh, apryMEHTyBaTH, MpPUHAMATH PIMICHHS TPU PO3B’sI3aHHI
CKJIQIHUX CHEIiaTi30BaHuX 3a7a4 Ta MPAKTUYHUX NpoOsieM y mpodeciitHiit
JISUTBHOCTI,  SIKI  XapaKTEePU3YIOThCS  KOMIUIEKCHICTIO Ta  HEMOBHOIO
BHU3HAYEHICTIO YMOB, BI/INOBIJIATH 33 IPUNHSATI PIILICHHS;

5. |- ajanTyBaTHCS B YMOBAaX 4acTOi 3MIHM TEXHOJIOT1A MPOQeciiHOl AISIBHOCTI,
NPOrHO3YBAaTH KIHIIEBUI pe3yJIbTaT;
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KPUTHUYHO OCMHCIIIOBATH OCHOBHI TEOpii, MPUHIMITK, METOAU 1 MOHATTS Y
HaBYaHHI Ta mpodeciiiHiil TiSIbHOCTI;

JISATH Ha OCHOBI 3aKOHOJABYOI Ta HOPMATHBHO-IIPABOBOI 0a3m YKpaiHu Ta
BUMOT BIJIMOBIIHUX CTaHAAPTIB, y TOMY YHCJII MDKHApOJHUX B Taiys3i
iH(dopmartiitHoi Ta /abo kidepbe3nekw;

rOTyBaTH TMPOMO3UIli JO HOPMATHBHUX akTiB MOJ0 3a0e3medeHHs
1H(opmMariiinoi Ta /abo kidepOes3neKu;

BITPOBA[)KYBATH MPOIIECH, IO 0a3yIOThCs HA HAI[IOHATBHUX Ta MI>KHAPOIHUX
CTaHJapTax, BUABJICHHSA, I1JeHTH(dIKAIli, aHal3y Ta pearyBaHHA Ha
IHIMJICHTH 1HGOpMaliifHoi Ta/abo KibepOe3IeKy;

10,

BUKOHYBATH aHAaJ3 Ta JACKOMIIO3UIIIIO 1HPOPMAIIMHO-TEIEKOMYHIKAIIHHIX
CHCTEM;

11,

BUKOHYBaTH aHali3 3B’SA3KIB MDK 1H(OpMaUiiHUMU MpolecaMud Ha
BIJIJAJICHUX OOUMCITIOBATIBHUX CUCTEMAX;

12,

PO3pOOJISITH MOJIEJII 3arP03 Ta MOPYIIHUKA,

13,

aHaI3yBaTH  MPOEKTH  1H(POpPMAIIHHO-TEICKOMYHIKAIIHHUX  CUCTEM
0a3yro4nch Ha CTaHJAPTU30BAHMX TEXHOJIOTISX Ta MPOTOKOJaX Nepenayi
TaHHX;

14,

BUPIIITYBAaTH 3aBJIaHHS 3aXUCTy Iporpam Ta iHdopmariii, o oOpoOseTbes B
1H(pOpMaIITHO-TEIEKOMYHIKAIIMHUX ~ CUCTEMaxX IpPOrpaMHO-arnapaTHUMHU
3aco0aMu Ta JaBaTH OLIHKY Pe3YyJIbTaTUBHOCTI SIKOCTI IPUUHATUX PIIICHB;

15,

BUKOPUCTOBYBATU CydacHe IpOrpamMHO-arapaTHe 3a0€e31e4YeHHs
1H(pOpMaIITHO-KOMYHIKAIIMHUX TE€XHOJIOT1H;

16,

peanizoByBaTH  KOMIUIEKCHI ~ CHUCTEMH  3axucty  iHdopmalii B
aBromatu3oBanux cucreMax (AC) oprauizamii (MiANPUEMCTBA) BiAMOBIIHO
JI0 BUMOT HOPMATUBHO-TIPABOBUX JOKYMEHTIB,;

17,

3a0e3meduyBaT TPOIECH 3axXHCTy Ta (GyHKIIOHYBaHHA 1HMOpMaIiiHo-
TEJICKOMYHIKallIMHUX  (aBTOMATH30BAaHWX) CHUCTEM HAa OCHOBI TPAKTHK,
HAaBUYOK Ta 3HaHb, ILIOJ0 CTPYKTYPHHUX (CTPYKTYPHO-JIOTIYHUX) CXEM,
TOMOJIOT1i MEpPEeXl, CYyJaCHUX apXITEKTyp Ta MOJAENIEH 3aXUCTy €JIEKTPOHHUX
iHQopMalIiHUX  pecypciB 3  BIIOOpaXEHHSIM  B3a€EMO3B’SI3KIB  Ta
iHQopMaIMHUX TMOTOKIB, TPOLECIB JUIsi BHYTPIIHIX 1 BIJAAJICHUX
KOMITOHEHT;

18,

BUKOPHCTOBYBATH IMPOTpPaMHI Ta MPOTrpamMHO-arapaTHI KOMIUICKCH 3aXHUCTY
1H(hOpMAaIIHUX pPecypciB;

19,

3aCTOCOBYBaTH TeOpii Ta METOAM 3axuCTy sl 3abe3reueHHs Oe3IeKu
iH(dopmarli B iHQopMaIliiHO-TEICKOMYHIKAIIHHUX CUCTEMAX;

20,

3a0e3neuyBaT (PyHKI[IOHYBaHHS CIICIIAIbHOTO MPOTPaMHOTO 3a0e3MeUeHHS,
moa0 3axucTy  1Hdopmamii Big pyHHYIOUMX NOPOrPAMHHUX BIUIMBIB,
PYHHYIOUHX KOZIB B IHPOPMALIHHO-TEICKOMYHIKAIMHUX CUCTEMAX,

21,

BUpIIIYBaTH 3ajayi 3a0e3MedeHHs Ta CynpoBoay (B.T. YHCHIL: OIJIAL,
TECTYBaHHS, MIA3BITHICTh) CUCTEMHU YHOPABIIHHS JOCTYINOM  3TIIHO
BCTAHOBJIEHOI MOJITUKK Oe3neku B 1H(GOpMaIiiHuX Ta 1H(POpPMALIHO-
TEJEKOMYHIKaIlIITHUX (ABTOMATHU30BaHUX) CUCTEMaX;

22,

BUPIITYBaTH 3amayl YOpPaBIIHHS npoleaypaMu imeHTudikaii,
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aBTeHTHU(IKaIlli, aBTOpU3aIlli MPOIECIB 1 KOPUCTyBayiB B 1HGOPMAIIHHO-
TeJIEKOMYHIKaIlITHUX cucreMax 3r1IHO BCTAHOBJIEHO]T [MOJIITUKHU
iHpopMaliriHoi 1\abo KibepOe3IeKH;

23,

peanizoByBaTH 3aX0/{ 3 MPOTHAIT OTPUMAHHIO HECAHKIIIOHOBAHOTO JIOCTYITY
no iHdopmamifHMX pecypciB 1 mporeciB B iHQopmamifHMX ~Ta
1H(hOpMaIlIHHO-TEJICKOMYHIKAIIIMHUX (aBTOMAaTH30BaHMX) CUCTEMAX;

24,

BUPIIIYBATH 3aJa4l YIPaBIIHHS JIOCTYIOM JI0 iH(OpMaIIHUX pecypciB Ta
nmporeciB B iHbopMaliHUX Ta  1HGOPMAIIHHO-TeIEKOMYHIKAIIHHUX
(aBTOMAaTH30BaHUX) CHUCTEMaX Ha OCHOBI MOJENEW YMpaBIiHHS IOCTYIIOM
(MaHIATHUX, TUCKPEHINHUX, POJTLOBUX);

25,

3a0e3euyBaTi BBEJCHHS IMI3BITHOCTI CHCTEMH YMPABIIHHSA JOCTYIIOM JI0
CJIEKTPOHHMUX 1H(OPMALIIMHUX pecypciB 1 MpoleciB B iHpopMamiiHuX Ta
1HpOpMaIIHHO-TEJICKOMYHIKAIIIMHUX ~ (aBTOMATH30BaHMX) CHUCTEMax 3
BUKOPHUCTAHHAM >XypHaTIB peecTpaiii mofiil, iX aHami3y Ta BCTaHOBJICHHUX
MPOLEAYP 3aXHCTY;

26,

BIPOBA/KYBAaTH  3ax0AM Ta 3a0e3leuyBaTh  peajizaliio  MpolEeciB
MOTIEPE/DKEHHS OTPUMAHHIO HECAHKIIOHOBAHOTO JOCTYITy 1 3axHCTy
iHhOopMaIIiHUX, 1HPOPMALIMHO-TEICKOMYHIKAlIMHUX (aBTOMATHU30BaHMUX)
CHCTEM Ha OCHOBI1 €TaJIOHHOI MOJIENI B3a€MOJ11 BITKPUTUX CUCTEM;

217,

BUPIIITYBaTH  3aja4l  3aXHCTy TMOTOKIB JaHuUX B 1HGOpMaIliiHUX,
1H(hOpMaIIHHO-TEIEKOMYHIKAI[IHHUX (aBTOMAaTU30BaHUX) CUCTEMAX;

28,

aHaJI3yBaTW Ta IMPOBOJUTU OLIHKY €(EKTUBHOCTI Ta PIBHA 3aXMILEHOCTI
pecypciB  pi3HUX KjaciB B 1H(popmamiiHux Ta  iH(OpMaIiiHO-
TEJIEKOMYHIKAIINHUX (aBTOMATU30BAHUX) CHUCTEMaX B XOJ1 IMPOBEACHHS
BUNIPOOYBaHb 3TiJJHO BCTAHOBJICHOI MONITHKK iH(poOpMariiiHoi Ta\abo
Ki0epOe3mneKu;

29,

3MIMCHIOBATH OIIHIOBAHHS MOJKJIMBOCTI peami3aiii MOTSHIIMHUX 3arpo3
iHdopmaryi, 1mo o0pobseThes B 1HGOPMAIIIHO-TEIEKOMYHIKAIIMHIX
cucteMax Ta €()EeKTUBHOCTI BUKOPUCTAHHS KOMIUIEKCIB 3acC00iB 3aXUCTy B
yMOBax peaiizallii 3arpo3 pi3HUX KJIacCiB;

30.

3MIMCHIOBATH OIIIHIOBAaHHS MOXJIMBOCTI HECAHKIIIOHOBAHOTO JOCTYIY [0
eJIeMEHTIB 1H()OpMAaIiHHO-TEIEKOMYHIKAI[IHHUX CHCTEM;

31,

3aCTOCOBYBaTH TeOpii Ta METOAM 3axUCTy sl 3a0e3reueHHs] Oe3MeKu
€JIEMEHTIB 1H()OPMAIIITHO-TEJICKOMYHIKAIIMHUX CUCTEM;

32,

BUPIIIYBaTH 3aJlayl yNOpPaBIIHHS NPOLECAMU BIAHOBIIEHHS ILITaTHOTO
(yHKIIOHYBaHHS 1H(pOpMaIITHO-TENEKOMYHIKAI[IHHUX ~ CUCTEM 3
BUKOPHUCTAHHSM MpPOLIEYp PE3epBYBaHHS 3T1THO BCTAHOBJIEHOI MOJITHKH
Oe3IeKH;

33,

BUpPIITYBaTH 3a7adi  3a0e3meueHHs Oe3nepepBHOCTI Oi3HEC MpOIIECiB
oprasizairii Ha OCHOBI TE€Opii PHU3HKIB;

34,

npuiMaTh ydacTh y po3poOili Ta BOPOBaIKEHH1 cTparterii iHdopMariiitHoi
Oe3neku Ta/abo kibepOe3neKku BiMOBIIHO 10 IT1JIeH 1 3aBAaHb OpraHi3allii,

35.

BUPIINIYBAaTH 3ajiadl 3a0e3MedyeHHs Ta CYNPOBOJY KOMIUIEKCHUX CHCTEM
3axucty iH(popmarlli, a TakoX MPOTU/li HECAaHKI[IOHOBAHOMY JOCTYIY /10
1H(hOopMaIIiHUX pecypciB 1 MpoNeciB B IHPOpMaIHHUX Ta 1HPOPMALIITHO-
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TEJEKOMYHIKaIlITHUX (aBTOMATU30BaHMX) CUCTEMax 3TiJHO BCTAaHOBJIEHOT
noJiiTHKY iH(popMaliliHo1 1\abo KibepOe3neKH;

36,

BUSIBJISTH HEOE3IEUHI CUTHAIM TCXHIYHHUX 3aCO0IB;

37,

BUMIPIOBATH TMapaMeTpyd HEOE3MEYHWX Ta 3aBaJOBHX CHUTHAJIB TIijJ dYac
THCTPYMEHTAJILHOTO KOHTPOJIIO TIPOIIECIB 3aXKCTy iH(OpMaIlii Ta BUSHAYATH
e(deKTUBHICTh 3aXUCTy 1HQOpMAIi BiJl BUTOKY TEXHIYHUMH KaHaJIaMu
BIZIMOBITHO /0 BHUMOT HOPMATHBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO
3aXHCTy 1HhOpMaIlii;

38.

IHTEepIpeTyBaTH pE3yJbTaTH IIPOBCACHHS CIICHIAIBHUX BHUMIpIOBaHb 3
BUKOPUCTAHHSAM  TEXHIYHMX  3ac00iB,  KOHTPOJIO  XapaKTEPUCTHK
1H(popMaIitHO-TEIEKOMYHIKAI[IMHUX ~ CHUCTEM  BIATOBIIHO IO  BHUMOT
HOPMAaTUBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHUCTYy iHhOopMaIlii;

39,

MIPOBOAUTH aTECTAIliI0 (CHUPAIOYNCh HA OOJIK Ta OOCTEKEHHS) PEKHMMHUX
TEPUTOPI (30H), MPUMIIIEHb TOMIO B YMOBaX JOJEPKaHHA PEXKUMY
CEKPETHOCTI 13 (DIKCYBaHHSIM PE3yNbTATIB Y BIANOBIIHUX JOKYMEHTAX;

40,

IHTEpPOPETYBaTU pE3yJIbTaTh IPOBENCHHS CIELIAIbHUX BUMIPIOBaHb 3
BUKOPUCTAHHSM TEXHIYHUX 3aco0iB, KOHTpomo Xxapakrepuctuk [TC
BIANOBIZIHO J0 BHUMOI HOPMATUBHHUX JOKYMEHTIB CHCTEMH TEXHIUHOTO
3axucTy iHbopMarlii;

41,

3a0e3neuyBaT HETIEPEPBHICTD MPOIIECY BEJICHHS KYpHAJIIB peecTparlii moIin
Ta 1HIUJICHTIB Ha OCHOB1 aBTOMAaTHU30BaHUX MPOIEAYD;

42,

BIPOBA/I’)KYBATH MPOIIECH BUSBJICHHS, 1ICHTU(IKAIllT, aHATI3y Ta pearyBaHHs
Ha IHIWACHTH 1H(opMaliitHo1 1/a00 Ki0epOe3neky;

43,

3aCTOCOBYBATH HAIllOHAJIBHI Ta MDKHApPOJHI PEryJioloul akTh B cdepi
iHpopmaniiiHoi Oe3neku Ta/ abo kibepOe3meku uisi  pO3CIiAyBaHHS
1HIIUICHTIB;

44,

BUpPIIITYBaTH  3a/Jadl  3a0e3neueHHs Oe3nepepBHOCTI  Oi3HEC-TPOIIECIB
oprasizailii Ha OCHOBI Teopii pU3UKIB Ta BCTAHOBJICHOI CUCTEMHU YIIPABIIHHS
iHpopMariitHOI0 O€3MEeK00, 3TiIHO 3 BITYM3HSIHUMH Ta MIDKHAPOIHUMH
BUMOTaMH Ta CTaHIapTaMU;

45.

3aCTOCOBYBaTM PpIiHI KJacu MNOMTHK 1H(opmaniiHoi Oe3neku Ta/ abo
Ki0epOe3mneku, 1mo 0a3yrThCsl HA PU3HK-OPIEHTOBAHOMY KOHTPOJII JOCTYITY
10 1HhOpMaIlIfHUX aKTHBIB;

46.

3MIMCHIOBATH aHali3 Ta MIHIMI3ALID pU3UKIB 00poOku i1H(DopMmamii B
1H(OpMaIIHHO-TEJIEKOMYHIKAI[IHHUX CHCTEMaX;

47,

BUpPIITYBaTH  3aja4i  3axucTy 1HQopMmamii, 1o oO0poOIseThcs B
1H(hOpMAIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMaX 3 BUKOPHCTAHHIM Cy4aCHHX
METO/IIB Ta 3ac001B KpunTorpadiyHOTo 3aXUCTy 1H(POpMAIIii;

48,

BUKOHYBAaTH BIPOBAXKEHHS Ta MIATPUMKY CHUCTEM BUSBICHHS BTOPTHEHb

Ta BHUKOPUCTOBYBATH KOMIIOHEHTH KPUNTOrpaiuHOTO 3aXUCTy IS
3a0e3nedyeHHs]  HEOOXIAHOrO  pIBHS  3axXuUIeHOCTI  1Hpopmaiii B
1H(OpMaIIHO-TEJIEKOMYHIKAI[IHHUX CUCTEMAX;

49.

3a0e3nevuyBaTd  HajeXHE  (PYHKIIOHYBaHHS  CUCTEMH  MOHITOPUHTY
1H(opMaIiitHUX pecypciB 1 polieciB B iHGOpPMaIIMHO-TEIEKOMYHIKAIIHHUX
CUCTEMAX;
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50, - 3abesneuyBaTH) (GYHKIIIOHYBAaHHS NPOTrpaMHUX Ta MPOTrpaMHO-anapaTHUX
KOMIUJICKCIB BUSBJICHHSI BTOPTHEHb PI3HUX PIBHIB Ta KJIACIB (CTAaTUCTUYHUX,
CUTHATYPHUX, CTATUCTUIHO-CUTHATYPHUX ),

51/ - migTpUMyBaTH Mpale3NaTHICTh Ta 3a0e3medyBaTh KOH(ITYpyBaHHS CHUCTEM
BUSBIICHHSI BTOPTHEHb B 1H(POPMAIIIHO-TEIEKOMYHIKAIIHHUX CUCTEMAX;

52, - BHUKOPUCTOBYBAaTHM IHCTpyMEHTapidi JJii MOHITOPHUHTY TIPOIECIB B
1H(popMaIItHO-TEIEKOMYHIKAIIMHUX CHCTEMAaX;

53, - BUpINIyBaTH 3aJiadl aHalli3y MPOrPaMHOTO KOJy Ha HAasSBHICTh MOXJIMBUX
3arpos.

54, - yCcBIAOMIIIOBAaTH IIIHHOCTI TPOMAASHCHKOTO (BIILHOTO JIEMOKPATHYHOTO)
CYCIILJIBCTBA T4 HEOOXITHICTh HOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA IPaBa,
mpaB 1 CBOOO/I JIFOJMHY 1 TPOMa/IsTHUHA B YKpaiHi.

VI. ®opmu arecrauii 3100yBayiB BUIIOI OCBIiTH
(3MiHU 8HeceHOo 8i0n08iOHO 00 Haka3y Minicmepcmea oceimu i Hayku Ykpainu 6i0

13.01.2022 Ne 26)
Dopmu Arecranis  3IIMCHIOETBCS Yy (OpPMI  €IUHOTO  JIEPKABHOTO
arecrauil KBaT1(PIKALIMHOTO 1CTIUTY.
3m00yBaviB
BHIII0] OCBITH
Bumoru no €auHuil  nepkaBHUM  KBamiQikamiiHUE  icnuT — nepeadavae
KBaJi(ikamiifHol | OLIIHIOBAHHS JOCSITHEHb PE3yJIbTAaTiB HABUAHHS, BU3HAYCHUX 1M
POOOTH/MIPOEKTY | CTAHAAPTOM Ta OCBITHHOIO MPOrPAMOI0.

VI1Il. Bumoru 10 HAssBHOCTi CHCTeMHU BHYTPIIIHHOT0 3a0e31eYeHHs IKOCTI BUIIIOL
OCBITH

VY 3aknanl BUILOI OCBITHM MOBMHHA (PYHKIIOHYBAaTH CUCTEMa 3a0e3MeyeHHs
3aKJIaIOM BHIIOI OCBITH SIKOCTI OCBITHBHOI IISJIBHOCTI Ta SKOCTI BHIIOI OCBITH
(cucreMa BHYTPIIIHBOTO 3a0€3IMEUCHHS SKOCT1), sIKka mepeadavae 3A1HCHEHHS TaKUX
poLeyp 1 3aXOd1B:

1) BU3HAYCHHS MPUHIIMITIB Ta MPOIEAYP 3a0€3MeUeHHS SKOCT1 BUIIOi OCBITH;

2) 3MiiiCHEHHSI MOHITOPUHTY Ta MEP10JUYHOTO NPTy OCBITHIX MPOTpaM;

3) mopivyHe OIiHIOBaHHS 37100yBaviB BUIIOI OCBITH, HAYKOBO-TIEJATOTYHUX 1
NeJaroriyHuX MpaIliBHUKIB 3aKJajy BUIIOI OCBITH Ta PETyJsApHE ONPUIIIOJHECHHS
pe3yJbTaTiB TaKUX OLIIHIOBaHb Ha O(DiIiiHOMY BeO-CailTl 3aKjaady BHUIIOI OCBITH, Ha
1H(pOopMaIIHUX CTeH1ax Ta B OyAb-sIKUI 1HILIUK CIOCI0;

4) 3a0e3nedeHHs TIABUIICHHS KBaiidikaiii MeAaroriyHux, HAyKOBHX 1
HAyKOBO-TI€JIarOT1YHMUX MPalliBHUKIB;

5) 3a0e3neueHHs] HasiBHOCTI HEOOX1IHUX PECypCiB JJi opraHizailii OCBITHHOTO
mporecy, y TOMY YHCI CaMOCTIHHOI pOOOTH CTYACHTIB, 32 KOXHOI OCBITHBOIO
MPOTPAMOI0 UM CIICHIATIbHICTIO;

6) 3a0esneueHHs HASBHOCTI 1HGOPMAIMIMHUX CcUCTEM I €GEeKTHBHOTO
YOPABIIHHS OCBITHIM IIPOIIECOM;
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7) 3abe3nedyeHHs MyOaiyHOCTI 1HGOpPMAIi MPO OCBITHI MPOrpamH, CTyMEHI
BHUIIIOT OCBITH Ta KBaTi(iKaIlii;

8) 3abesneueHHs e(EKTUBHOI CHCTEMM 3aloOiraHHsS Ta  BUSBJICHHS
aKaJeMIYHOTO IUIariaTy y HayKOBUX MpalsfXx MPaIiBHUKIB 3aKJIa/iB BHIIOi OCBITH 1
3100yBadiB BUIIO1 OCBITH;

9) 1HIUX MPOTIEAYP 1 3aXO0/IiB.

Cucrema 3abe3reueHHs 3aKiIaJoM BHIIOI OCBITH SKOCTI OCBITHBOI JiSUIBHOCTI
Ta SKOCTI BUIOI OCBITH (CHCTEMa BHYTPIIIHHOTO 3a0€3MeUeHHS SKOCT1) 32 MOJAaHHAM
BH3 omninroerses HarioHansHUM areHTCTBOM 13 3a0e3meueHHs IKOCTI BHIIOI OCBITH
a00 aKpeIMTOBAHMMH HUM HE3aJIC)KHHUMH YCTAHOBAMH OIlIHIOBAHHS Ta 3a0C¢3ICUCHHS
SKOCTI BHWIIOi OCBITM Ha MpeAMET 11 BIAMOBIAHOCTI BHUMOraM JO CHCTEMH
3a0€3MEeUeHHS  SKOCTI BWINOi OCBITH, IO 3aTBEPKYyIOThcs HamioHalibHUM
areHTCTBOM 13 3a0€3IeUeHHsI SKOCTI BHUIIIOT OCBITH, Ta MIXXHApPOJHUM CTaHJapTaM 1
PEKOMEHIAIlISAM IIO0J0 3a0e3MeYeHHS SKOCT1 BUIIIOT OCBITH.

VIII. [lepesiik HOpMATUBHUX JOKYMEHTIB, HA IKUX 0a3y€TbCS CTAHAAPT BUIIIOL
OCBITH

1. 3akon VYxkpainm «IIpo Bumry ocBity» 01.07.2014 Nel556-VII - Pexum
nocrymy: http://zakon4.rada.gov.ua/laws/show/1556-18.

2. 3akoH  Ykpainu  «lIpo  3axmcr  iHbopmamii B iH(OpMAaIiHHO-
TEJIEKOMYHIKAIUHHNUX cucTeMax» - BimomocTl Bepxosuoi Paau Ykpainu (BBP),
1994, N 31, c1.286

3. 3akoH Ykpainu "[Ipo ocHOBHI 3acajiu 3abe3nedeHHs KibepOe3neku Ykpainu'-
Biomocti BepxoBHoi Panu (BBP), 2017, Ne 45, ¢T1.403;

4. «JloxTtpuHa iHMOpMaliHOI Oe3nekn YKpaiHu», 3aTBEpPIKEHO YKazoM
[Ipesunenta Ykpainu Bing 25 mororo 2017 poky Ne 47/2017.

5. Tlocranosa Kabinety MinictpiB «IIpo 3aTBepkeHHSs mepesiky raity3eil 3HaHb
1 cHemiaJbHOCTeH, 3a SKUMHU 31ACHIOETHCS MIATOTOBKA 3100yBayiB BUIIOL
ocBiTU» Bia 29.04.2015 p. Ne 266

6. Pimenns Pamu mamionanpHOi Oe3mexu 1 o6oponn Ykpaiam «IIpo Crpareriro
kibepbesneku VYkpainu» Big 27.01.2016 p., yBegeHoro B fit0 YKazom
[Ipesunenta Ykpainu Big 15.03.2016 p. Ne 96.

7. IlocranoBa KaOinery MinictpiB «IIpo 3arBepmxenHs JlineH31iiHUX yMOB
MPOBA/DKCHHS OCBITHBOI isibHOCTI» Bixg 30.12.2015 Ne 1187Hakaz MOH
VYkpainu Nel66 «Jlesaxi mutanHs ONpUIOJHEHHS 1H(QOpMAIli PO MisUIbHICTD
BUIIUX HaBYAJIBHUX 3aki1aaiB» Big 19.02.2015 p.

8. Hakaz MOH Vxkpainu «IIpo 0coOIuBOCTI 3ampoBa’KEHHS TEPENTIKy Traixy3ei
3HaHb, 3a SKUMH 3JIMCHIOETHCA TIATOTOBKA 3700yBadyiB BHUINOI OCBITH,
3aTBepKEHOT0 TTocTanoBoto Kabinety MinictpiB Ykpainu Bix 29.04. 2015 p.»
Ne 266 Bim 06.11.2015 p. Nel151.

9. Hamionanbauii knacudikatop VYkpainu: "Knacudikatop mnpodeciit" K
003:2010 // BunaBauirso "Coriagopm". - K.: 2010

10.Haka3z MiHicTepcTBa €KOHOMIYHOTO PO3BUTKY 1 TopriBi Ykpainu Big «IIpo
3aTBEP/KEHHS 3MIHM JI0 HalllOHaJNbHOro Kiacudikaropa VYkpainu K
003:2010» Bix 18.11. 2014 p. Ne 1361 (3mina Ne 2)
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11.TTonoxeHHssT MPO TEXHIYHMM 3axWCT 1HQopmarllii B YKpaiHi, 3aTBEpKEHE
VYkazom IIpesunenta Ykpainu Bijg 27 BepecHs 1999 p. Ne 1229;

12.TTonokeHHS MO MOPSAIOK 3AIHCHEHHS KpunTorpadiqHoro 3axucTy iHdopMarlii
B YKpaiHi, 3aTBepakeHe Yka3zom [Ipesunenta Ykpainu Big 22 tpaBua 1998 p.
Ne 505;

13. IlpaBuna  3abe3medenHs  3axucty iHGopmanii B iH(OpMaLIHHUX,
TEJICKOMYHIKAIIMHUX Ta 1H(GOPMAIIHHO-TEICKOMYHIKAIMHUX  CHCTEMax,
3aTBepKeHl moctaHoBoto KabGinety MinictpiB Ykpainu Big 29 Oepesns
2006 p. Ne 373.

['enepanbHull IUPEKTOP AUPEKTOPATY
BUIIOT OCBITH 1 OCBITH JIOPOCITHX O. L. lllapos
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HOACHIOBAJIBHA 3AIIMCKA
0 CTAHJXAPTY BHUILOL OCBITH

CranmapT BHIOi OCBITMU MICTUTh BHUMOTH JO OCBITHIX HpOTpaMm MiArOTOBKH
OakamnaBpiB 3a cremanbHicTIO 125 KiGepOesneka.

Bumoru 10 KOMIIETEHTHOCTEH Ta pe3yabTaTiB HaBYaHHS Y3TOKEH1 M 0000
Ta BAMOBIAal0Th HarioHanpHiM pamili kBamdidikariii.

Tabmuss 1 geMoHCTpye  BiAMOBiAHICTH — Bu3HaueHWx  CTaHIapTom
komrneTeHTHOCTeH Ta HPK, a Tabnuis 2 — BiAMOBIAHICTh pe3yJbTaTiB HaAaBYAHHS Ta
KOMITETEHTHOCTEH. 3aKyiaJii BUILOI OCBITH MalOTh MPAaBO BHUKOPUCTOBYBATH BIIACHI
dbopmyIIrOBaHHS creIiaabHUX ((paxOBUX) KOMIIETEHTHOCTEH 1 pe3yJIbTaTiB HaBUaHHS,
3a0e3neuyour Ipu IbOMY, 1100 CYKYITHICTb BUMOT OCBITHBOI MPOTPaMU MOBHICTIO
oxorutoBaja Bci Bumoru Crtanjapry.

3akiaja BUIIOI OCBITH CAaMOCTIMHO BH3HA4Ya€ MEPEiK AUCLMIUIIH, IPAKTUK Ta
IHIIUX BHJIB HABYAJIBHOI JISTIBHOCTI, HEOOXIAHUM JjIsi HaOyTTS O3HAYCHUX
Cranmaprom  komnereHTHOcTe.  HaBemenmit B Cra”aapri  mepedik
KOMIICTEHTHOCTEH 1 pe3yibTaTiB HABYAHHS He € BMYCPIHUM. 3aKJIaIy BHUILIOI
OCBITH IIpU (pOpMYyBaHH1 OCBITHIX MPOrpaM MOXKYThb 3a3HAa4aTH JOJIaTKOBI BUMOTH 0
KOMIIETEHTHOCTEH 1 pe3yJIbTaTiB HABYAHHS.

3akjajd BHINOI OCBITH MAa€ NPAaBO BCTAHOBJIOBATH JA0JATKOBI BHUIM
arecranil 3100yBaviB BHINOI OCBIiTH, Y TOMY YHMCJI 3aXHCT KBaJdiikamiliHol
podoTH, sika Ma€ mepeAdavyaTH PoO3B’SI3aHHS CHENiadi30BaHOI 3aJa4vi B raiuysi
Ki0epOe3nexku.

KBamidikariitna poboTa He MOBMHHA MICTUTH Iulariaty, (anbcudikarii Ta
dabpukarriii, Ta Mae OyTH ONPUITIOIHEHA HA O(IIIHHOMY CaiTi 3aKJIaly BHUIIOI OCBITH
a0o0 Moro miapo3aity.
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Honatok Nel

3BeseHa TabuI paxoBUX KOMIIETEHTHOCTEH Ta pe3ybTaTiB HaBYaHHS.

daxoBl KOMIIETEHTHOCTI

Pe3ynbraty HaBYaHHS

K® 1. 3parHicTh 3acTOCOBYBaTH
3aKOHOJIaBYy Ta HOPMATHBHO-
MpaBoBY 0a3y, a TaKOX JACpKaBHI
Ta MDDKHApPOJ/IHI BUMOTH, MPAKTHKN
1 CTaHJApPTH 3 METOIO 3IHCHEHHS
npodeciiHol AISIBHOCTI B raiys3i
iH(MOopMAaIIiifHOT Ta/abo
KiOepOe3neKu.

- TOTYBaTH MPOIO3HUIIii JO HOPMATHUBHUX aKTIiB 1 JJOKyMEHTIB 3
METOI0 3a0e3TEYCHHS BCTAHOBJICHOI MOJITUKH 1H(POpPMAIiHOT
Oesmeku i \abo kibepOe3neku;

- PO3pOOJIATH TPOCKTHY MOKYMEHTAIlil0, IIOJI0 MPOTPaMHUX Ta
IPOTpPaMHO-aNapaTHUX KOMIUIEKCIB 3aXHCTy 1H(OpMaIiiHUX,
1H(popMaIiIfHO-TEICKOMYHIKAIIITHIX (aBTOMATH30BaHMX )
CHCTEM;

- BUKOHYBaTH aHaJ3 peajizarlii
iHpopmaniiiHoi i /abo kibepOe3neku.

OPUMHATOT  MOJITUKU

Ko 2. 31aTHICTD o
BUKOPHUCTaHHA  iH(popMaIiifHo-
KOMYHIKaI[iHUX TEXHOJIOTIH,
Cy4yaCHHX METOIiB 1 Mojenei
iHdopmartiiHoi Ta/abo
KibepOe3nexu.

- 3pailicHoBaTH TpodeciiiHy isTIbHICTh Ha OCHOBI
CyYacHHX 1H(GOpMaLIHHO-KOMYHIKAI[IHHUX TEXHOJIOTIH;
-po3po0SIATH  Ta  aHANI3yBaTH  NPOEKTH  1H(POpPMAIIHHO-
TEJICKOMYHIKALIMHAX CUCTEM 0a3yrOunCh HAa CTAHJAPTH30BAHHUX
TEXHOJIOTISX Ta MPOTOKOJIAX Nepeiadi TaHuX;

-3aCTOCOBYBAaTH B MPO(MECIMHIN MisJIbHOCTI 3HAHHS, HABUYKHU Ta
NPAKTUKH, IOJI0 CTPYKTYP CY4aCHUX OOYHMCIIOBAIILHUX CHCTEM,
MeTomiB 1 3aco0iB  00poOku  iHdopmarii, apXiTeKTyp
oIepaiiiHuX CUCTEM,;

-3IIMCHIOBATH 3aXHCT PECypciB 1 mporeciB B iH(opmamiitHo-
TEJIECKOMYHIKAI[IHHUX CHUCTEMax Ha OCHOBI MoOeleil Oe3reKku
(kiHLIEBMX aBTOMATIiB, ympaBiiHHi mnorokamu, Bell-LaPadula,
Biba, Clark-Wilson, Ta i), a TakoK BCTAHOBIIEHHX PEKHUMIB
0e31e4Horo (byHKIIOHYBaHHS iHpOpMaLiiHO-
TEJIeKOMYHIKAlIHUX CHCTEMax;

- BHKOHYBAaTH aHaJi3 MPOrPaMHOTO 3a0e3MeUeHHS 3 METOH
OLIIHKHA Ha BIJITOBIAHICTD BCTAHOBJIEHUM BHMOTraM
iHpopmariitnoi  i\abo  kibepOe3nekun B iH(pOpMAIliiTHO-
TEJIEKOMYHIKaIlIHHUX CHUCTEMaX.

3HaHb

Kod 3. 31aTHICTE 0
BUKOPHUCTAHHS MPOTrpaMHUX Ta
MpOrpaMHO-anapaTHUX

KOMIUIEKCIB ~ 3aC00IB  3aXMCTy
iHpopManii B iHQoOpMaliitHO-
TeJeKOMYHIKaliHHUX

(aBTOMaTHU30BaHUX) CUCTEMAX

-3a0e3neuyBaTu MIpOLIECH 3aXUCTY 1H(dopmaniifHo-
TEJICKOMYHIKAllIMHUX  (aBTOMATH30BaHUX) CHUCTEM IUISIXOM
BCTAHOBJICHHSI Ta KOPEKTHOI eKCIUTyaTalii NporpaMHUX Ta
IpOTrpaMHO-anapaTHUX KOMITJIEKCIB 3aC001B 3aXHUCTY;

- 3a0e3neuyBatd (YHKIIOHYBAHHS CHEIIaJBHOTO MPOTPAMHOTO
3a0e3MeueHHs], MO0 3aXUCTY JaHUX BiJ PYyHHYOUHX
IPOrpaMHUX BIUIUBIB, PYHHYIOUMX KOJIB B 1H(pOpMAIINHUX,
1H(popMaliifHO-TelIeKOMYHIKaLIHHIX (aBTOMaTHU30BaHUX )
cucTeMax;

- BHUKOHYBAaTH pPO3pPOOKY eKcCIUTyaTaliiHOI JOKyMeHTaulii Ha
KOMIIJIEKCIB 3aC001B 3aXHUCTY.

K® 4. 3parnicte 3a0e3nedyBatu

HEenepepBHICTh  Oi3HECy 3riHO
BCTAHOBJICHOI MOJIITUKH
1H(popMarLiiHOT Ta/abo
KibepOe3neKu.

- BUPINIYBaTH 33Ja4i CylPOBOY (B.T. YUCII: OTJIsII, TECTyBaHHS,
M1J3BITHICTh) CUCTEMH YNPABIIHHS JOCTYIIOM 3T1IHO MPUHIIUIIIB,
KpPUTEPIiB JOCTYIy Ta BCTaHOBJEHOI IONITUKA O€3MeKH B

1H(hOopMaLIHHUX Ta 1H(hOopMaLIHHO-TeNeKOMYyHIKAIIITHIX
(aBTOMAaTH30BaHMUX) CUCTEMAX;
- peami3oByBaTH  3ax0AM 3  MNPOTUAIT  OTPUMAHHIO

HECAaHKIIIOHOBAHOTO  JIOCTYNY J0 iH(OpMaIiiHUX pecypciB i
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IpOIIeCiB B iHpOpMaLiHHIX Ta iH(popMarliiiHo-
TEJIEKOMYHIKAIIHHUX (aBTOMAaTH30BaHUX) CUCTEMAX;

- BUpIIIYBaTH 33jJadi yNpaBlIiHHSA AOCTYIOM A0 iH(pOpMamiiHuX
pecypciB Ta mpoleciB B iHdopmaIriiHux Ta iH(opMaIliiHO-
TEJICKOMYHIKAIIMHUX (aBTOMAaTHU30BaHUX) CHUCTEMax Ha OCHOBI
MOJICNICH YIpaBIIiHHSA JOCTYNOM (MaHIAaTHUX, TUCKPELiHHUX,
POJILOBUX);

- BUpINIYBaTH 3a/adl IEHTPAJI30BaHOTO 1 JIELIEHTPATI30BaHOTO
aJIMIHICTPYBaHHA JIOCTYNIOM 0 iH(pOpMAaIiifHUX pecypciB i
MPOIIECiB B iHpopMmaIiiHIX Ta iH(opMmarliiHo-
TEJICKOMYHIKaIllIHUX (aBTOMATH30BaHMX ) CHCTEMAX,

- 3a0e3neuyBaTd BBEACHHS ITIJI3BITHOCTI CHUCTEMHU YIPABIIHHS
JOCTynoM  iHQoOpMaImiifHuX  pecypciB 1  MpomeciB B
1H(pOpMaIifHO-TEICKOMYHIKAIlIMHUX CHCTEMaX.

K® 5 3parnicte 3abe3neuyBaTu
3aXUCT iHdopmarii, 110
00pobmnsieTbess B iHpOpMaLiiHO-
TEJIeKOMYHIKalIHHUX
(aBTOMaTHU30BaHUX) CUCTEMaxX 3
METOI0 peajizaiii BCTaHOBJIEHOT
NoJTHKY  iH(opMariitHoi Ta/abo
KiOepOe3neKy.

- o0upath OCHOBHI METOAM Ta 3acobm 3axucry iHdopmarii
BIJIMOBIIHO JIO BUMOT CYYaCHMX CTaHJAPTIB iH(pOpMaIiifHOT
Ta/abo KiOepOe3rneknu, Ta KpUTEpiiB Oe3meku iH(OpMaIiitHIX
TEXHOJIOT1H, 3aCTOCOBYIOUM CUCTEMHHM MiIXi/J Ta 3HAHHS OCHOB
Teopii 3axucTy iHpopmaii;

- BUpINIYBaTH 3ajadl yIpaBIiHHS MpoleaypamMu ineHTudikarii,
aBTeHTU(iKalii, aBTOpH3aIlii, KOPHCTYBa4yiB 1 TIPOLECIB B
iHpopMaIiHHUX Ta iH(hOopMaLiifHO-TeeKOMYyHIKaIITHIX
(aBTOMaTH30BaHUX ) CUCTEMAaX

- MPOEKTYBAaTH Ta peajli3yBaTH KOMIUIEKCHI CHCTEMHU 3aXHUCTy
inpopmamii B  aBTOMAaTH30BaHWX CHCTEMax  OpraHizamil
(manpueMcTBa) BIAMOBIAHO 10 BUMOT HOPMAaTUBHUX JIOKYMEHTIB
CUCTEMH TEXHIYHOTO 3aXHCTy iH(pOpMAIIi;

-BUPILIYBAaTH 33/1a4l 3aXUCTy MOTOKIB JaHUX B iH(popmamiiHuX,
iH(pOpMaIiifHO-TEIeKOMYHIKaIlIHHIX (aBTOMaTH30BaHUX)
CUCTEMaXx;

- BM3HAYaTH pPIBEHb 3aXMILEHOCTI IH(OpPMaLIMHUX pecypciB B
iH(popManiiHuX Ta 1H(pOopMaliifHO-TeTeKOMYHIKaLIHHUX
(aBTOMaTH30BaHUX) CUCTEMAX;

-BUKOPHUCTOBYBATH  IHCTPYMEHTalbHI 3ac00M  OLIIHIOBaHHS
MOXJIMBOCTI peanmi3aiii TOTeHI[IWHUX 3arpo3 iHQopMailii, 1o
00pobseThCs B 1HpOopMaliiHO-TelIeKOMYHIKaIlIHHIX
(aBTOMaTH30BaHUX) CUCTEMAX.

K® 6. 3garHicTh BIIHOBIIOBATH
mTaTHe (QyHKIIOHYBaHHS
iHpopManiiHuX, iIHPOpMaLIHO-
TEeNEeKOMYHIKaI[IHHUX
(aBTOMaTHU30BaHUX) CUCTEM MiCIs
peanizaiii 3arpo3, 311HCHeHHS
ki0eparak, 3001B Ta BiIMOB
PI3HUX KJIaCiB Ta MOXO/KEHHS.

-BUpIIIYBaTH 3a/a4l YOpaBIiHHA IpolecamMu 3a0e3MeueHHs
OesnepepBHOCTI  Oi3HECY 3  BUKOPUCTAaHHSAM  TIPOLIETYP
pe3epByBaHHA MPOTrPaMHOro 3abe3MeueHHs Ta Oe3lnocepeHbo
1H(}OpMaLIHUX pecypciB;

-BUpIIIyBaTH 3ajadi KOpeKuii wijgel, cTpaTerii,
3a0e3nedyeHHsT  Oe3nepepBHOCTI  Oi3HEC  MPOIIECiB
3MicHEHHs KibepaTtak, 3001B Ta BiIMOB Pi3HUX KJIACiB.
-CTBOPIOBATH 1 BIPOBA/DKYBAaTH IUIAHU TIPOIECY 3a0e3MeUYeHHS
Oe3repepBHOCTI Oi3HECY;

- BUKOHYBaTH aHali3 HaJAlITyBaHb €JIEMEHTIB 1H(OpMaLiiHUX
CHUCTEM Ta KOMYHIKaI[ilfHOro 00J1aJHaAHHS,

IUIaHIB
THICIIS

K® 7. 3naTHicTh BIpOBaIKYyBaTH

Ta 3a0e3nevyBaTu
(GYHKI[IOHYBaHHSI ~ KOMIUIEKCHUX
CHUCTeM  3aXucTy  iH(opmarii
(KoMILIeKCcH HOPMAaTHBHO-

- BUpINIYBaTH  3a/Jayl  CyOpoBOAY Ta  BIIPOBAJKEHHS
KOMIUIEKCHUX CHCTEM 3aXUCTy iH(opmalii, a TakoXX MpOTHUMIil
HECAaHKI[IOHOBAaHOMY JIOCTYIy JI0 pPEeCcypciB 1 TIPOIECIB B
iHpOopMaLiiHuX Ta 1H(pOopMaliifHO-TeTeKOMYHIKalIHHUX
(aBTOMaTH30BaHUX ) CUCTEMAX;
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NPaBOBUX, OpraHizaliiHUX Ta
TEXHIYHMX 3aco0iB 1 METO.IB,
MpOLEayp, TPAKTUYHUX TPUHOMIB
Ta iH.)

-3JIMCHIOBATH OIIIHKY pPIBHSA 3aXHUIIEHOCTI iHopMarii 1110
00po0geThCsT B 1HPOPMAITIMHO-TEICKOMYHIKAIMHIX CHCTEMax
BUKOPUCTOBYBAaTH  IHCTPYMEHTAJIbHI ~ 3aco0M  OLIIHIOBaHHS
HAsIBHOCTI MOTCHIIIHHUX BPa3JIMBOCTEH;

- BHpIIIyBaTH 3aJadi YOPaBIiHHA KOMIUIEKCHOI CHCTEMOIO
3axucty iHGopmarii B iHpopMmamiiHEX Ta iH(pOpMaIiiHO-
TEJICKOMYHIKAIIHUX (aBTOMATH30BaHUX ),

- BHpINIYBaTH 33Ja4i €KCIEPTU3H, BUMPOOYBAHHS KOMIUIEKCHUX
CHCTEM 3axXHCTy iHpopmaii.

K® &. 3marmicts 3a1iCHIOBATH

IIpOLEAYpH yIIpaBIIiHHS
THIMICHTaMH, IPOBOJIUTH
po3CIiilyBaHHS, HagaBaTH  iM
OIIIHKY.

- BHUpINIYBaTH 3aJayi MONEPEIHKCHHS BUSIBJICHHS,
inentudikamii, aHamizy Ta pearyBaHHS Ha IHIUJICHTH B
iHpopMaIifHKX, 1H(opMaIiHHO-TEICKOMYyHIKaIlIHHIX
(aBTOMAaTH30BaHUX) CUCTEMAX;

- TPOBOAUTH PO3CIIYBaHHA IHIUACHTIB iH(OpMamiiHOT
Oe3neku Ta/abo KibepOe3neku 0a3yrunch Ha HAIIOHATBHHUX Ta
MDKHApPOJHHUX PETYIIOI0YNX aKTaxX, MpoIlelypax Ta MOJI0KECHHSX
B c(epi iHpopMaliitHOT Oe3rneku Ta/abo KibepOe3neKkH;

- 3a0es3nevyBaTH JOTPUMAHHS TIOJITHKH BEICHHS JKYPHAJIB
peectparii TOMiIid Ta IHIHMICHTIB 3 BCTAHOBJICHHM pIBHEM
nmeTamizali;

Ta

K® 9. 3parnicte 3milicHIOBaTH
npodeciiiny AisUIbHICTh HA OCHOBI
BIIPOBAIKEHO1 CHUCTEMH
yIpaBITHHS iH(opMmaIiiHo0
Ta/abo kibepbe3neKoro.

- 3a0e3nedyBaT Oe3MepepBHICT O13HEC MPOIIECIB OpraHi3alii Ha
0a3i Teopii PU3MKIB Ta CUCTEMH YIpaBIiHHS iHGOpPMAIIHHOIO
0€3MeKoI0, 3TiTHO BITYM3HAHUX Ta MDKHAPOJHHX BHUMOT i
CTaH/apTIB;

-3a0e3neuyBaT  (DYHKIIOHYBaHHS  CHCTEMH  YIIPABJIIHHS
inpopmariitnoro Ta\abo kibepOe3mekor opranizaimii Ha OCHOBI
KepyBaHHs 1HPOPMAIIHHIMH PU3HKAMHU, 3IMCHEHHS TPOIEAYD
X KUJIBKICHOIO 1 IKICHOTO OLIIHKH;

K® 10. 3gatHicTh 3acTOCOBYBaTH
METOIU Ta 3acoou
KpUOTOTpadiuHOro Ta TEXHIYHOTO
3axucty iH(opmarii Ha 00’ekTax
1H(pOopMaLIHHOT ISTTBHOCTI.

- aHami3yBaTH Ta BH3HAYATH MOXKIHMBICT 3aCTOCYBaHHS
TEXHOJIOTiH, METOMIB Ta 3aco0iB KPUMNTOTpadiuHOrO 3aXUCTY
iH(dop™marii;

- aHaNmi3yBaTH Ta BHU3HAYaTH MOXJIMBICTh 3aCTOCYBaHHS
TEXHOJIOT1M, METOAIB Ta 3aco0iB  TEXHIYHOTO  3aXHUCTYy
iH(dop™marii;

- BHABIIATH HEOC3IEUHI CUTHAJIM TEXHIYHUX 3aC00iB;

- BUMIpIOBAaTH MapamMeTpu HeOe3NeuHUX Ta 3aBaJOBUX CHTHAJIIB
M1J] 4ac IHCTPYMEHTAIBHOTO KOHTPOJIIO 3aXMILEHOCTI 1HpOopMarii
BiJ] BUTOKY TEXHIYHUMH KaHAJaMH;

- BHU3Ha4YaTU €QEKTUBHICTh 3aXUCTy 1HGopMalii Bl BUTOKY
TEeXHIYHUMH KaHaJlaMH BIJIIOBIHO 70 BUMOI HOPMAaTHBHHX
JIOKYMEHTIB CUCTEMH TEXHIYHOIO 3aXUCTY 1H(opMaIlii;

- IHTepHpeTyBaTH pe3ylbTaTH MPOBEAEHHS  CIELialbHUX
BHUMIPIOBAHb 3 BHUKOPHCTAHHSAM TEXHIYHUX 3aC001B, KOHTPOJIO
XapaKkTepUCTHK  1H(POPMAIIITHO-TEIEKOMYHIKAI[IHHUX  CHUCTEM
BIIMOBIIHO /10 BHUMOT HOPMATHBHUX JIOKYMEHTIB CHCTEMHU
TEXHIYHOTO 3aXUCTY iH(popMalii;

— OOrpyHTOBYBaTH MOKJIMBICTh CTBOPEHHS TEXHIYHUX KaHAIIIB
BUTOKY iH(opMallii Ha 00’ exTax iHPOpPMALIHHOT AISTEHOCTI;

— BIIPOBA)KYBaTH 3aXxOJU Ta 3acO0M TEXHIYHOIO 3aXUCTY
iHpopMalii Bil BATOKY TEXHIYHUMHU KaHAJIAMH;

K® 11. 3parHicTh BHKOHYBaTH
MOHITOPUHI pECypCiB 1 MpOIECiB
(GyHKI[IOHYBaHHS, 1HQOpMaIliiiHO-

- 3a0e3MevyBaTy MPOILECH MOHITOPUHTY JIOCTYNy JO pecypciB i
mporeciB  iH(opMaIiiHO-TeIeKOMYHIKAI[IHHUX CUCTEM;
-3a0e3nedyBaTH KOH(IrypyBaHHs Ta (DYHKIIIOHYBaHHSI CUCTEM
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TEJIEKOMYHIKaI[iTHUX
(aBTOMaTH30BaHUX ) CUCTEM
3TiTHO BCTAHOBIEHOI TOJITHUKU
iHdopmartiiHoi Ta/abo
KiOepOe3neKu.

MOHITOPHHTY  PECypCiB  Ta
TEJIEKOMYHIKAIITHUX CHCTeMaX;

nporeciB B iH(popMariiHo-

K® 12. 3parHicTh aHami3yBaTH,
BUSBIISITA Ta OL[IHIOBATH MOYJINBI
3arposu, ypas3JMBOCTI Ta
nectabimizyrodi YMHHHKH
iHopMmaIiiHOMy TIPOCTOPY Ta
iHpopManiiiHuM pecypcaM 3TiTHO

BCTaHOBJICHOT MOJIITHKH
iH(MOopMaIIiifHOT Ta/abo
KiOepOe3neKy.

- BUKOHYBATH BIIPOBAJPKEHHS Ta MIATPUMKY CHCTEM BHUSBJICHHS
BTOPTrHEHh Ta BUKOPHCTOBYBATH KOMIUIEKCH 3aXUCTy JUIS
3a0e3nevYeHHs] HEeOOX1THOTO PiBHS 3aXMIIEHOCTI i1H(opMallii B
iHpOopManiiHuX, iH(pOpMaIiifHO-TeIeKOMYyHIKallIHHUX
(aBTOMAaTH30BaHUX) CHCTEMAX;

- aHami3yBaTh €(QEKTUBHICTh CHUCTEM BHUSBICHHS Ta MPOTHIIL
HECaHKI[IOHOBAaHOMY JIOCTYIy JI0 PECypCiB 1 TIpOIECiB B
1H(pOpMAaIIHHO-TEJICKOMYHIKAIIIMHUX CHCTEMAaX;

- aHami3yBaTH Ta BIPOBAKYBATH CHCTEMH
3JI0BMUCHHX IIPOTPaMHUX KOJIiB.

3aXHCTy BIJ

JlonatkoBa JiiTepaTypa.
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