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IHEPEJIMOBA

OcsitHpO-TIpOo(eciiiHa TporpamMa € HOPMATHUBHUM JOKYMEHTOM, SIKHM
periiaMeHTye HOpPMAaTHBHI, KOMIIETEHTHICHI, KBajidikaiiiHi, opraHizamiiHi,
HaBYyaJbHI Ta METOJAMYHI BHUMOIM Yy MIArOTOBLI OakanmaBpiB y ramy3i 12
«IHdopmariiiHi TexHosori» crneuianbHocT 125 «KibepOesnekay.

Po3pobneno  pobouoro  Tpymoro  (HAYKOBO-METOJUYHOIO  KOMICIEIO)
crietianibHOCTi 125 «KiGepbesneka» y ckiai:

1. CwmipHoB Onmnekcii AmnHaromiioBu4, I.T.H., npod., 3aBigyBay Kadeapu
KibepOe3neKku Ta MporpaMHOTo 3a0€3MeUeHHS.

2. JlpeeB Onekcanap MwukojalioBud, K.T.H., JOIEHT Kadeapu KidbepOesneku
Ta IPOrPAMHOIO 3a0€3MeYeHHS.

3. CwmipnoB Cepriii AHaTOIIHOBUY, K.T.H., JOUEHT Kadeapu KidepOe3neku Ta
IPOrPaMHOTO 3a0€3MeYeHHS.

4. Slkmumenko Mukona CepriitoBud, K.().-M.H., JOLIEHT, TOIEHT Kadenapu BHUIIIOT
MaTEeMaTUKH 1 Pi3UKH.

5. Mumnaitnenko Poman MuxkonaiioBuy, K.T.H., JOLEHT, JOLEHT Kadeapu
Ki0epOe3neKku Ta MporpaMHOro 3a0€3MeUeHHS.

[Topsimox po3poOKH, €KCIEepPTU3U, 3aTBEPIPKEHHSI 1 BHECEHHSI 3MIH Y OCBITHIO
porpaMy peryiroeTbesi myHKToM 8 ctaTTi 36 3akony Ykpainu «lIpo BUILy OCBITY».
[Iporpama mnoromkeHa 3 BYEHOIO pajol0 (QakyibTeTy, cxBajleHa HaykoBo-
METOJIMYHOIO paJiol0 Ta 3aTBepiakeHa Buenoro panoro LleHTpanbHOYKpaiHCHKOIO
HaIlIOHAJILHOT'O TEXHIYHOTO YHIBEPCUTETY.



1. IIpodiub ocBiTHBO-TIpOdeciiinoi nporpamu «Kidepoe3nexka»
3i cneniaabHOCTi 125 «KidepOe3neka»

1. 3aranbHa indopmanin

IToBHa Ha3Ba BHIIIOTO
HABYAJBbHOI0 3aKJIAAy
Ta CTPYKTYPHOIO
miapo3ainy

[leHTpanbHOYKpaiHChbKUI HAI[lOHAIIBHUI TEXHIYHUI
YHIBEPCUTET, MEXaHIKO-TEXHOJIOT'TYHUM (PaKyJIbTET,
kadeapa kibepOe3neku Ta MporpaMHOro 3a0e3neyeHHs

OcBiTHsa KBaJiikanis

bakanasp 3 xibepbe3neku

KBanigikauis B
JUIJIOMI

Cryninp Buioi ocBiTH — bakanasp
CrnemianpHicTh — 125 KibGepbesneka

Odiniiina HazBa
OCBITHBOI MPpOrpamMu

OcsitHpo-TIpodeciitna mporpama «KibepoOesmnekay

Tun puniaomy ta odcsr
OCBITHBOI MpOrpamMu

Jlutinom GakanaBpa.

OOcsr oCcBITHBOI IpOrpaMu OakagaBpa:

- Ha 0a31 MOBHOI1 3arajibHOI cepeHboi 0cBITH— 240
kpeautiB EKTC

- Ha 0a3l CTyneHs «MOJIOAIINNA OakanaBp» (OCBITHRO-
KBaTI(hiKAIIMHOTO PIBHSA «MOJIOIINN CIIEIIATICT)
3aKJ1a/i BUILIOT OCBITH MA€ MPaBO BU3HATH Ta
nepe3apaxyBartu He Outbie HiK 120 kpeautiB EKTC,
OTPUMAaHUX B MEXaX MOMEPETHhOI OCBITHBOI TPOTpamMu
ITITOTOBKH MOJIOAIIOr0 O6aKkajgaBpa (MOJIOIIOTO
CHerianicTa).

Minimym 75% 006csry OCBITHBOT MpOrpamMu Mae OyTu
CIIPSIMOBAHO Ha 3a0€3MEUYCHHS 3aralbHUX Ta CIEIiaTbHUX
(baxoBHX) KOMIIETEHTHOCTEH 3a CIEIiadbHICTIO
BU3HAYCHOIO CTAHJIAPTOM BHIIOI OCBITH.

HasiBHicTh akpenuTauii

AkpeauTaliiina komicist YKpainu.
Ceprtudikar akpeautanii cnemianbaocti Y/ 12010783,
mucHuit 1o 01.07.2024

HukJ/piBeHs

HanionansHa pamka kBaiikauiii Ykpainu — 6 piBeHb,

Pamka kBanidikaniit €Bponeicbkoro npocTopy BULIOL
ocitu QF EHEA -- 1-i1 muxo (1st cycle),

€Bpomneiickka paMka KBaii(ikarlii 1yisi HaBYaHHS
BrpooBxk kuTTsA EQF LLL — 6 piBens (level 6).

IlepenymoBu

[ToBHa 3aranpHa cepeiHs OCBITa

MoBa(u) BUKJIaTaAHHA

Ykpaincbka

Tepmin ail 0CBiTHBOI

J10 01.07.2024 a60 10 HACTYITHOTO OHOBJIEHHS MTPOTPaMHu.




nporpamMu

InTepHeT-agpeca http://www.kntu.kr.ua/?view=univer&id=60
NOCTIHHOTO
PO3MillleHHS OIUCY
OCBITHBOI MpOrpamMu



http://www.kntu.kr.ua/?view=univer&id=60

2. MeTa oCBIiTHBOI IporpamMu

[TinroroBka (axiBIliB, 34aTHHUX BUKOPHUCTOBYBAaTH 1 BIPOBAPKYBATH TEXHOJOTI]
iH(dopmarriitnoi Ta/abo kibepOe3neK.

dopMyBaHHS OCOOMCTOCTI (haxiBIls, 3JATHOTO BUPINIYBATH CKJIAIHI CHEIliaTi30BaHi
3a7ayl  Ta MpakTU4YHI npoOiseMu  1HPopMaUiiHOI  Oe3MeKH, 3aXUIIEHOCTI
1H(opMaIiHOTO 1 KIOEpHpPOCTOPIB AEp:KaBH B LIJIOMY a00 OKpEeMHX CYyO’€KTIB iX
1H(PACTPYKTYpH BiJI PU3UKY CTOPOHHBOIO KIOEPHETHYHOIO BIUIMBY, 3JaTHUX
pO3pO0ISATH 1 BUKOPUCTOBYBATH TEXHOJIOT1] 1H(hOpMaIliiiHOi Oe3neKu

3. XapakTepHCTHKA OCBITHLOI IPOrpamMu

IIpeamerHa o6aacth | O6 ekt npodeciiHOiI MiSTLHOCTI BUTYCKHUKIB:
— o0O'exktu 1H(}opMaTH3allii, BKIIOYAOYH KOMIT'IOTEPHI,

aBTOMAaTU30BaHI, TEJIEKOMYHIKaIl1lHI, 1H(dOopMalliiiui,
iH(popMaIiitHO-aHATITHYHI, 1H(opMariiiiHo-
TeJEKOMYHIKaIiHI cucTeMHu, 1HGOpMAIlIiHI pecypcH 1
TEXHOJIOT1I;

— TeXHOJIOT11 3a0e3nedeHHs 0e3nexku iHdopmartii;

—  TpollecH  ympaBiiHHA  iHpoOpMaliiHOK  Ta/abo
Ki06epOe3neKor 00’ €KTIB, IO MiJISATAIOTh 3aXUCTY.

{1 HaBYyaHHS: MIArOTOBKAa  (paxiBIB,  3JaTHUX
BUKOPHUCTOBYBAaTH 1 BIIPOBAJI)KYBATH TEXHOJIOT1i
1H(popmarliitHoi Ta/abo k10epOe3neKH.

TeopeTnuHMit 3MICT IPEAMETHOT 00JIaCTi

3HaHHS:

— 3aKOHOJ]aBYOi, HOPMATHUBHO-TIPaBOBOi 0a3um VYkpaiHu Ta
BUMOT BIJMOBIIHUX MDKHAPOJIHUX CTaHAAPTIB 1 MPAKTHUK
1010 3IIMCHEHHS MPodeciitHOT AISAITBLHOCTI;

— TPUHIMUIIB  CYNpPOBOAY CHCTEM Ta  KOMIUIEKCIB
iH(dopmarriitHoi Ta/abo kidbepoesmneku;

— Teopii, MoJieeil Ta MPUHIUIIIB YIPABIIHHS JTOCTYIIOM J0O
iH(pOpMAIIHHUX PeCypCiB;

— Teopii cuWcTeM ympaBiiHHA iHGOpMAIiitHOK Ta/abo
Ki0epOe3neKoro;

— METOJIB Ta 3aco0lB BUSBJICHHS, VYIOPaBIIHHS Ta
imeHTudikaiii pu3uKis;

— MeETOmIB Ta 3aco0IB OI[HIOBAaHHI Ta 3a0e3meyeHHs
HEOOX1JHOTO PIBHS 3aXUIICHOCTI 1H(QOpMaIIii;

— METOJIIB Ta 3acO0IB TEXHIYHOIO Ta KpUNTOTrpadidHOro
3axucTy iHpOopMAaIIii;

— cydacHUX 1H(GOPMAIIITHO-KOMYHIKAI[IHHUX TEXHOJIOT1H;

—  CY4YaCHOTO  MpOTpamMHO-arapaTHOTO  3a0e3MeYeHHS
1H(MOpMAaIITHO-KOMYHIKAIIMHUX TEXHOJIOTIH;

— aBTOMATU30BaHUX CHCTEM MPOEKTYBAaHHS.

MeToau, METOIMKYU Ta TEXHOJIOTi:

MeTtonu, METOJIUKH, iH(MOpMaIIHHO-KOMYHIKaIlIiHI




TEXHOJIOT1I Ta I1HILI TEXHOJIOrIi 3a0e3MeYeHHs 1HPOpMaLiifHO1
Ta/ abo KibepOe3meKu.

IHcTpyMeHTH Ta 06JIaTHAHHS

— CcucTeMUu po3poOKH, 3a0e3MeUeHHs, MOHITOPUHTY Ta
KOHTPOJIIO TpolieciB iHdopMaliitHoi Ta/ abo kibepOe3nexy;

— Cy4yacHe pOrpaMHO-anapaTHe 3a0e3MeYeHHS
1H(opMaIiitHO-KOMYHIKAIIMHUX TEXHOJOTIMH.

OpienTanis
OCBITHBOI IPOrpaMu

OcBiTHBO-TIpOdeCiiiHa mporpama.
Crymiab OCBITH — OaKasaBp.

DoKyc nporpamu

3100yTTs BUILIOT OCBITH B Tally31 iHQOpMaIliiiHi TEXHOJIOT1],
crieniasnibHOCT1 «Ki6epoOesmnekay.

AKIIEHT Ha 3JaTHOCTI OpraHi30BYBaTH ¥ MiATPUMYBATH
KOMIIJIEKC 3aXO0/IiB 1010 3a0e3neueHHs iHpopMaIiiHoi
Oe3mekn 3 ypaxyBaHHSIM IXHBOI MPABOBOi OOTPYHTOBAHOCTI,
aJIMIHICTPATHBHO-YIIPABIIHCHKOI i TEXHIYHOI peaizaltii,
€KOHOMIYHOI JOIIJIbHOCTI, MOKJIMBHUX 30BHIIIHIX BILIMBIB,
IMOBIPHUX 3arpo3 1 piBHSA PO3BUTKY TEXHOJIOT1H 3aXHCTY
iHbOopMmarii

Oco0auBocTi
nporpamMu

[nTerpariis mporpaMHo-anapaTHUX 3ac001B BUSBICHHSI,
MOHITOPUHTY Ta 3a0e3ne4eHHs 1H(popMaliiHO1 Oe3NeKH,
Cy4dacHUX 1H(OpMaIIHHUX TEXHOJIOTH 3aXUCTy 1HPopMalii B
1H(popMaIiiTHO-KOMYHIKAI[IHMHUX CUCTEMaX, TEXHOJIOT1H
30epeKeHHs JaHUX B KIOepIpoCTOpi Ta IHTEJIEKTyali3allil
GyHKUIA TpOoTHIT KIOEP3TIOYMHHOCTI.

4. IlpuaaTHicTh BUILYCKHHUKIB

A0 IMPpaneBJaAlITYBaAHHA TAa NOAAJIBIIOI0 HABYAHHA

IpunatHicTh

1o
NpaLeBJIAIITYBAHHSA

daxiBenb MOXKE MPAIIOBATH B ITIIPO3/IIJIaX BETUKHX
MIITPUEMCTB Ta YCTAHOB, 3a0€3MMEUyI0YN 3aXUCT

KOMIT IOTEPHUX CUCTEM Ta MEpEX, y BIAIIIAX CHEICITyX0 Ta
MPaBO3aXMCHUX OPTraHiB JJisl 3aXUCTY KiOepmpocTopy Ta
1H(popMaIITHUX JaHUX, 3J1HCHIOBATH 3a0€3MeYeHHS
3aXUIIEHOI KOMIT I0TEPU30BaHOI JIsNIbHOCT1 OaHKIB Ta
(1HaHCOBUX YCTaHOB, BUKOHYBAaTU (DYHKIIIT pO3pOOHHKA
CUCTEM 3aXUCTy 1HpOopMalIii

daxiBellb MOXKe 3aiiMaTH MepBUHHI nocaau (3a JIK
003:2010):

3439 (24771). daxiserp 13 opraHizaiiii iHGopmalinHoi
Oe3nexu.

International Standard Classification of Occupations 2008
(ISCO-08):

2529 Security specialist (ICT).

AkajeMivHi npaBa
BHIIYCKHHMKIB

MoIMBICTh HaBYaHHS 3a MPOTPaMoOI0 JPYroro IHUKITY
Bumoi ocBiTH. HalyTTs nomatkoBux kBamidikamiii B




‘ CUCTEMI MICISIAUIIIIOMHOT OCBITH.

5. Bukjaaganus Ta ONiHIOBAHHSA

Bukiaagannsa ta
HaBYaHHSA

BrijieHHs B OCBITHBOMY IIPOLIEC] CTYAEHTOLIEHTPOBAHOTO
M1IX0y; HEPO3PUBHOCTI IPOLIECIB HABYAHHS 1 HAYKOBHUX
JOCIIKEHb; 3a0€3M€UYE€HHS TapaHTOBAHOI IKOCT1 OCBITH
BIJIMOBIAHO JI0 CTAHJAPTIB OCBITH; BpaxyBaHHsI CBITOBOT'O
JOCBIlY, TOTPeO PUHKY Mpalli, 3aTy4eHHs 10 IIbOr0 MpOoLecy
po0OOTOIaBIIIB, MPOBIIHUX YUYEHUX, (PaxiBIIB-NPAKTHUKIB,
BUITYCKHHUKIB 1 37100yBayiB BUIIO1 OCBITH; BIPOBAKEHHS
IHHOBAILIIMHNUX HAaBYAJIbHUX TEXHOJIOT1H; 3a0€3eueHHs
3100yBavaM BHIIOI OCBITH CIPUSITIUBUX YMOB JJIs
CaMOCTIMTHOTO HaBYaHHS Ta TBOPYOTO PO3BUTKY; IHTETpaIlis
OCBITHBOT Ta HAYKOBOI JiSTILHOCTI; 3a0€3MeUeHHs 3BOPOTHUX
3B’SI3KIB MK Y9aCHUKAaMH OCBITHBOT'O TIPOIIECY.

BukiagaHHs MPOBOAMTHCS Y BUTJISAAI JICKITiH, JTAOOpaTOPHHUX
1 IPaKTUYHHUX 3aHATH, KOHCYJIbTAIlil, TPAKTUK, HAYKOBHX
KoH(epeHIiid, MyTbTUMEIIHUX MPE3CHTAITIH,
caMOHaB4YaHHs, JUCTAHIIMHOTO HaBYaHHS B cucTteMl Moodle.

OuiHoBaHHA

Buou xommponto: MOTOYHUN, TEMaTUYHUU, MEPIOTUYHUNI,
IT1JICYMKOBHI, CAMOKOHTPOJIb.

Dopmu KoHmpono. yCHE Ta MHCbMOBE OIUTYBAaHHS,
TECTOBHM KOHTPOJIb, 3aXKCT JIJAOOPATOPHHX Ta
THAUBITyIbHUX POOIT, MACYMKOBA aTeCTAIlisl — 3aXHUCT
kBamidikarmiitHoi 6akaIaBpCbKOi poOOTH.




6. IlporpamMHi KOMIIETEHTHOCTI

InTerpanbua
KOMIIETEHTHICTH

31aTHICTh PO3B’SA3YBAaTH CKJIAJHI CIEmiali3oBaHl 3a1adi
Ta TMpaKTU4YHI mpobiieMu y ramy3l 3abe3nmedeHHs
iHpopmamiiiHoi  Oesmeku 1\abo  kiOepOesmeku, IO
XapaKTepU3y€eTbCd  KOMIUIEKCHICTIO Ta  HEMOBHOIO
BU3HAYECHICTIO YMOB.

3araJjbHi
KOMIIETEHTHOCTI

K3 1. 3patHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUUHUX
CUTYaIlIsX.

K3 2. 3nanus Ta po3yMiHHS MpeaMeTHOT 00JIacTi Ta
po3ymiHHs mpodecii.

K3 3. 3aarHicTh npodeciitHO CIIKyBaTUCS JEPKaBHOIO
Ta 1HO3€MHOI0 MOBaMH SIK YCHO, TaK 1 TUCbMOBO.

K3 4. BMiHHS BUSIBIISITH, CTABUTH Ta BUPILITYBaTH
npoOJieMu 3a TPOPECIHHUM CIIPSIMYBAHHSIM.

K3 5. 3narnicTs 10 moiryky, 00OpoOIeHHs Ta aHaJ3y
1H(popMmarii.

K3 6. 3narHicTh peanizyBaTu CBO1 IIpaBa 1 000B’ I3KU
SK 4JIeHa CYyCHUIbCTBA, YCBIIOMJIIOBATH LIIHHOCTI
IPOMAJITHCHKOTO (BUIBHOTO IEMOKPATUYHOTO)
CYCIIJIbCTBA Ta HEOOX1IHICTh MOTO CTAJIOTO PO3BUTKY,
BEPXOBEHCTBA MpaBa, Mpas 1 CBOOOT JTIOUHU 1
rpoMajsiHiHa B YKpaiHi;

K3 7. 3naTHicTh 30epiratu Ta MpUMHOXKYBaTH
MOpaibHi, KyJbTYpHI, HAyKOBI IIHHOCTI 1 JOCATHEHHS
CYCIIUIBCTBA HA OCHOBI PO3yMiHHS iCTOpIi Ta
3aKOHOMIPHOCTEHN pO3BUTKY MPEAMETHOI 001acTi, ii
MICLIS y 3arajibHiil CUCTEMI 3HaHb MPO MPUPOY 1
CYCHIJIBCTBO Ta Y PO3BUTKY CYCIIJIbCTBA, TEXHIKH 1
TEXHOJIOT1i, BUKOPUCTOBYBATH Pi3HI BUIU Ta (HOPMHU
PYXOBOi aKTUBHOCTI JIJIsl aKTUBHOTO BiIMIOYMHKY Ta
BEJICHHS 3/I0POBOTO CIIOCOOY JKUTTSI.

daxosBi
KOMIIETEHTHOCTI

K® 1. 3parHicTh 3acTOCOBYBaTH 3aKOHOJIaBUy Ta
HOPMaTUBHO-TIPaBOBY 0a3y, a TakoX JepKaBHI Ta
MDKHApOHI BUMOTH, MPAKTUKH 1 CTAaHAAPTH 3 METOIO
3MIACHEHHS  mpodeciiiHOi  IIAIBHOCTI B raiysi
iH(dopMaliitHOT Ta/ab0 Ki0GepOe3neKHy.

K® 2. 3pgaTHicTh 10 BUKOpHUCTAaHHS 1H(OpMAIIHO-
KOMYHIKaIIMHUX TEXHOJIOT1H, CyYacHHMX METOIIB 1
Mozenei 1H(bOopMarliitHo1 Oe3meku Ta/abo
KibepOe3mneKxH.




K® 3. 3pgaTHiCTP A0 BHKOPHUCTAHHS MPOTPAMHUX Ta
IpOrpaMHO-anapaTHUX KOMIUIEKCIB 3ac00iB 3axHCTy
iHpopManii B iHGOpMAIIHHO-TEICKOMYHIKAIMHUX
(aBTOMATHU30BAaHUX ) CUCTEMAX.

K® 4. 3parnicte 3abe3nedyBaTd HENEPEPBHICTH
013HECy 3r1IHO BCTAaHOBJIEHO]1 MMOJIITUKHU
1HopMariiiiHoi Ta/abo kibepOe3neKH.

K® 5. 3parnicts 3a0e3nedyBatu 3axucT iHpOpMaIlii,

110 00poOIsIETHCSA B iH(opMmariitHo-
TEJICKOMYHIKaIlliHUX (aBTOMaTU30BAaHUX) CHCTEMaXx 3
METOIO peamizarii BCTaHOBJICHO1 MTOJTITUKH

iH(dopmariitHoi Ta/abo kibepOe3neK.

Ko 6. 3MaTHICTh  BIJHOBIIOBAaTH  INITaTHE
(yHKLUIOHYBaHHSA 1H(QOpMaUIiHUX, 1H()OpMaALIHHO-
TEJIEKOMYHIKallITHUX ~ (aBTOMAaTU30BaHUX)  CHCTEM
micis peanizailii 3arpo3 , 3A1MCHEHHs KibepaTak, 3001B
Ta BIIMOB PI3HUX KJIACIB Ta MOXO>KECHHS.

K® 7. 3natHicTh BHpPOBAKYBAaTH Ta 3abe3mnedyBaTH
(GYHKLIOHYBaHHS ~ KOMIUIEKCHUX CHCTEM  3aXHUCTY
iHpopMarii  (KOMIUIEKCM  HOPMAaTHUBHO-TIPAaBOBUX,
OpraHi3allifHMX Ta TEXHIYHHUX 3aco0IB 1 METOIIB,
poLenyp, IPaKTUYHUX MPUAOMIB Ta 1H.)

K® 8. 3natHicTh 3A1HCHIOBATH MPOIEAYPH YIIPABITIHHS
IHIIUJIEHTAMHU, TPOBOJUTH PO3CIITYBaHHS, HAJIaBaTH
iM OITIHKY.

K® 9. 3parmicte 3miiicHioBatH mpodeciiiny
JUSJBHICTh Ha OCHOBI BIPOBAIKEHOI CHUCTEMU
yopasiiHHS 1H(popMalliiiHow Ta/abo KibepOe3neKoro.

K® 10. 3naTHicTh 3aCTOCOBYBATH METOJIM Ta 3aCO0U
KpuntorpagiyHOro  Ta  TEXHIYHOTO  3aXUCTy
iH(popmarlii Ha 00’ exTax 1HGOPMALIITHOT TISATBHOCTI.

K® 11. 3partHicTh BUKOHYBAaTH  MOHITOPHUHT
pOoILIECiB byHKIIIOHYBaHHS 1H(bOpMaIIHHUX,
1H(hOpMaIITHO-TeNIEKOMYHIKAIITHIX
(aBTOMATH30BAaHUX) CHUCTEM 3TIIHO BCTAHOBIEHOT
noiTuKY 1HGOopMaIiitHoi Ta/abo kidbepoe3neK.

K® 12. 3parHicTe aHami3yBaTH, BUSBIATH Ta
OLIIHIOBATH MOJIMBI  3arpo3d, ypas3iHBOCTI Ta
necTaduT3yroul YUHHUKHU iHpopMaIitHOMY
MpoCcTOpy Ta 1HPOpPMALIMHUM pecypcam 3TiJHO 3
BCTAHOBJICHOIO TOJIITUKOIW 1H(opMalliitHoi Ta/abo
KibepOe3nexu.




7. IlporpamHi pe3yJbTaTH HABYAHHS

- 3aCTOCOBYBATH 3HAHHS JEP’KaBHOI Ta IHO3EMHHUX MOB 3 METOIO 3a0€311EeUEHHS
edeKTUBHOCTI NpoeciiiHOI KOMYHIKAIIii;

- OpraHi3oByBaTH BIJIaCHY MpodeciiiHy AisUIbHICTh, OOMpaTH ONTUMAJIbHI
METOAM Ta CIocoOM pO3B’SA3yBaHHS CKJIQJAHHMX CIELIai30BaHUX 3aJad Ta
MpakTUYHUX TpobsieM y mpodeciiiHii  IISTIBHOCTI, OINIHIOBATH  iXHIO
e(hEeKTUBHICTB;

- BUKOPHUCTOBYBATU PE3yJIbTATH CAaMOCTIHHOTO TMOIIYKYy, aHaji3y Ta CUHTE3Y
iH(bopMarIii 3 pi3HUX JDKEpeN i e(PEeKTUBHOTO PIIICHHS CIEIiaTi30BaHUuX
3a/1a49 poeCciiHOT TiSITBbHOCTI;

- aHami3yBaTH, AapryMEHTyBaTH, HOpUMMaTH pIIIEHHS NpH PO3B’sI3aHHI
CKJIAJHUX CHEeIlali30BaHuX 3a/lay Ta MPAKTHUYHUX MpoOjeM y npodeciiHii
TISUTBHOCTI,  SIKI  XapaKTEpHU3YIOThCA  KOMIUIEKCHICTIO Ta  HEMOBHOIO
BHU3HAYEHICTIO YMOB, BIAMOBIIATH 3a MPUUHATI PILICHHS;

- aJIaNTyBaTUCS B YMOBaX 4acTOl 3MiHM TEXHOJIOT1M mpodeciiiHoil AiSIbHOCTI,
MIPOTHO3YBAaTH KiHIIEBUN PE3yJIbTaT;

- KPUTHYHO OCMHCIIIOBATH OCHOBHI TeOpii, MPUHIUIIN, METOIU 1 TOHATTS Y
HaBYaHHI Ta IpodeciitHii AISUTBHOCTI;

- JIATH Ha OCHOBI 3aKOHOJIaBYOi Ta HOPMATUBHO-TIPaBOBOi 0a3u YKpaiHu Ta
BUMOI' BIJNOBIJHUX CTAHAAPTIB, y TOMY 4YHUCIl MDKHapOJHUX B Traily3i
1H(opMaliitHo1 Ta /abo K10epOe3neKy;

- TOTyBaTH TIPOIO3HINI JO HOPMATHUBHUX akKTiB IIOJ0 3a0e3MeueHHs
iH(popMaliitHoT Ta /abo0 Ki0epOe3neKy;

- BIIPOBAJ)KYBATH MPOIECH, 110 0a3yI0ThCS HA HAIIIOHAIBHUX Ta MIKHAPOTHUX
CTaHJapTaxX, BUSBJICHHS, i1eHTU(DIKAIIIT, aHAJI3y Ta pearyBaHHS Ha 1HIIUJACHTH
1H(bopMarliitHoi Ta/abo kidepbe3neky;

10.

- BUKOHYBAaTH aHaNi3 Ta JEKOMIMO3UIlI0 1H(OpPMAIHHO-TEICKOMYHIKAI[IHHAX
CHUCTEM;

11.

- BHUKOHYBaTM aHaii3 3B’SA3KIB MK 1HQOpMAalifHUMU TMpollecaMH Ha
BIJTAJICHUX OOYHCITIOBAJbHUX CUCTEMAX;

12.

- pO3pOOIISITH MOJIEI 3arpo3 Ta MOPYITHUKA,;

13.

- aHaMi3yBaTH TMPOEKTH 1HPOPMAIIMHO-TEICKOMYHIKAIMHUX  CHCTEM
0a3yr04nCh Ha CTaHJAAPTU30BAHMX TEXHOJIOTISX Ta MPOTOKOJAX TMepeaadi
TaHUX;

14.

- BUPINIYBAaTH 3aBIaHHS 3aXUCTy Mporpam Ta iHdopmarlii, o oOpoOIsIeEThCS B
iHbOpMaIIHHO-TEICKOMYHIKAIIMHUX ~ CUCTEMax  MpPOTrpamMHO-anapaTHUMU
3aco0amu Ta 1aBaTH OLIHKY Pe3yJIbTaTUBHOCTI IKOCTI MPUHHATUX PILLEHb;

15.

- BHUKOPUCTOBYBAaTH  CydyacHE  IpoTrpaMHO-amapatHe  3a0e3MeuyeHHs
1H(OopMaIiiTHO-KOMYHIKAIIHHUX TEXHOJIOT1H;

16.

- peami3oByBaTH  KOMIUIEKCHI ~ CHCTeMHM  3axucTy iHdopmalli B




aBTroMatu3oBanux cucrteMax (AC) opranizaiii (miaOpUeEMCTBA) BIAMOBIIHO /10
BUMOT HOPMATHUBHO-TIPABOBUX JIOKYMEHTIB;

17.

- 3a0e3neuyyBaTd MpOLECH 3axXUCTy Ta (YHKIIOHYBaHHS 1H(pOpMaIiiiHO-
TEJIEKOMYHIKAIIMHUX (aBTOMATU30BAaHUX) CHUCTEM Ha OCHOBI TIPaKTHUK,
HAaBUYOK Ta 3HAHb, IIOAO CTPYKTYPHUX (CTPYKTYPHO-JIOTIUHHX) CXEM,
TOTIOJIOT1i Mepexki, CydaCHUX apXiTeKTyp Ta MOJENeil 3aXHUCTy E€JEKTPOHHUX
iHQopMaIiiiHuX ~ pecypciB 3 BIIOOpaKEHHSM  B3a€MO3B’SI3KIB  Ta
iH(OpMaIITHUX TTOTOKIB, MPOIECIB JJII BHYTPIIIHIX 1 BIIJTAJICHUX KOMIIOHEHT;

18.

- BUKOPHUCTOBYBATU MPOTpPaMHi Ta MPOrpamMHO-anapaTHi KOMIUIEKCH 3aXUCTy
1H(hOpMAIITHUX pPecypcCiB;

19.

- 3aCTOCOBYBaTHM TeOpii Ta METOJIM 3aXUCTy JJig 3a0e3MeueHHs] Oe3neKu
1H(popmarlii B iHpopMaliiHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX;

20.

- 3a0e3nevyBaTy (DYHKI[IOHYBAaHHS CIIEHIAILHOTO MTPOTPAMHOT0 3a0e3MeYeHH,
1010 3aXUCTY 1H(pOpMallii BiJ] pyHHYIOUUX IPOrPAMHUX BIUIUBIB, PYHHYIOUUX
KO/IIB B iH(pOpMaIIiiTHO-TEIEKOMYHIKAIlIMHUX CUCTEMaX;

21,

- BHpINIyBaTH 3adadi 3a0e3leueHHs Ta CynpoBoay (B.T. YHCIIi: OTJISI,
TECTYBaHHS, MIA3BITHICTb) CHCTEMH  YIIPaBIIHHSA  JIOCTYIIOM  3TiTHO
BCTAHOBJICHOT TIONMITUKM Oe3neku B 1HQOpMaIiiHUX Ta iH(POpPMAaIIiHO-
TeJECKOMYHIKaIIHNX (ABTOMAaTU30BAHMX ) CUCTEMAX;

22,

- BUpINIYBAaTM  3aJayl  YNOpaBIiHHA  [poleaypamMu  iAeHTH]ikaiii,
aBTeHTU(IKalli, aBTOpU3allll MPOLECIB 1 KOpUCTyBayiB B 1H(pOpMaIliiiHo-
TEJIEKOMYHIKaIlITHUX cUcTeMax 3T1JTHO BCTAHOBJICHOT MOJTITUKH
iHpopMartirinoi 1\abo KibepOe3IeKkH;

23.

- peaJii30ByBaTH 3aXOAM 3 MPOTU/IIi OTPUMAHHIO HECAHKIIIOHOBAHOTO JAOCTYIY
10 1H(OopMaIIHHUX pecypciB 1 MPoLeciB B IHPOpMaLIMHUX Ta 1HPOPMALIHHO-
TEJEKOMYHIKaIIHUX (ABTOMAaTU30BAHKX ) CUCTEMAX;

24,

- BUpINIYBAaTH 3aJla4yl YIpaBIiHHS JOCTYIOM 10 1H(OpMAIIHHUX PECypCiB Ta
mpoiiecie B iHGopmamiiiHuX Ta  1H(OpPMAIIHHO-TEICKOMYHIKAIIHHAX
(aBTOMAaTH30BAaHWX) CHCTEMaX Ha OCHOBI MOJENEH YMHpPaBIIHHS JOCTYIIOM
(MaHmIaTHHUX, TUCKPEIIHHUX, POJIbOBHX);

25.

- 3a0e3mevyyBaTy BBEJECHHS MIA3BITHOCTI CUCTEMHU YIPABIIHHS JOCTYNOM IO
€JIEKTPOHHUX 1H(OpPMALIHHUX pecypciB 1 MpoIeciB B 1HPOPMALIHUX Ta
1H(pOpMaIITHO-TEIEKOMYHIKAIIIMHMX ~ (aBTOMAaTU30BaHUX)  CUCTEMax 3
BUKOPUCTAaHHAM >KypHAIIB peecTpamii MoAii, iX aHaimizy Ta BCTAHOBJICHUX

MPOLIETyp 3aXUCTY;

26.

- BIOPOBA/DKYBaTH 3axOoAW Ta 3a0e3leuyBaTH peajizailiio  MpOIECiB
MOTIEPE/KEHHS OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYIy 1 3aXHUCTy
iHbopMaIiitHuX, 1HPOPMAIIHHO-TEICKOMYHIKAIIMHUX (aBTOMATH30BAHUX )
CUCTEM Ha OCHOBI €TaJOHHOI MOJEJI1 B3a€MO/II1 BIAKPUTUX CUCTEM;

217,

- BHUpIIIYBaTH 3aJadyl 3axXUCTy TMOTOKIB JaHUX B 1H(QOpPMAIHUX,
1H(pOopMaIIiHO-TEEKOMYHIKALIITHUX (aBTOMAaTU30BAHKUX ) CUCTEMAX;




28.

- aHaNI3yBaTU Ta MPOBOAUTH OLIHKY €(EKTUBHOCTI Ta PIBHA 3aXHUIIEHOCTI
pecypciB  pi3HMX  KiaciB B iHQopmamiiiHux Ta  iHbopMaIiiHO-
TEJIEKOMYHIKAIITHUX (AaBTOMATH30BAHMX) CHCTEMax B XOJl MPOBEJICHHS
BUNIPOOYBaHb 3TiJJHO BCTAHOBJICHOI MOJITHKU iH(opMariiiHoi Ta\ado
KibepOe3neky;

29.

- 3NIMCHIOBAaTH OIIIHIOBAaHHS MOJKJIMBOCTI peai3aiii IMOTEHLIMHUX 3arpo3
iHpopMmarrii, mo oOpoOysieTbcss B  1HPOpPMAIIHHO-TEICKOMYHIKAIIHHUX
cucreMax Ta €(EeKTUBHOCTI BHUKOPHCTAHHS KOMILJIEKCIB 3ac00iB 3aXHUCTy B
YMOBaX peaizarlii 3arpo3 pi3HUX KJaciB;

30.

- 3IMCHIOBATH OIIHIOBAaHHS MOXJIMBOCTI HECAHKI[IOHOBAHOTO IOCTYIY 0
€JIEMEHTIB 1H()OPMAIIHHO-TEIEKOMYHIKAI[IHTHUX CUCTEM;

31.

- 3aCTOCOBYBaTHM TeOpii Ta METOAM 3aXHUCTy MJis 3a0e3IMeuUeHHs] Oe3neKu
€JIEMEHTIB 1H()OPMaIIITHO-TEIEKOMYHIKAIIMHUX CUCTEM;

32.

- BUpINIYBaTH 3aJayl yIOpaBiIiHHSA NpOLECaMU BIJHOBJIEHHS IITATHOTO
(GyHKIL10HYBaHHS 1H(pOopMaIIHO-TeIEKOMYHIKAIITHUX CUCTEM 3
BUKOPUCTAHHAM HPOLEAYP PE3EPBYBAHHS 3TiJHO BCTAHOBJEHOI MOJITUKU
Oe3IeKu;

33.

- BUpINIyBaTH 3a7adi 3a0e3reueHHs Oe3MepepBHOCTI Oi3HEC MPOIECiB
oprasizailii Ha OCHOBI TE€Opii PHU3HKIB;

34,

- OpuiiMaTy y4acTh y po3poOlll Ta BOPOBAIKEHH1 cTpaTerii iHpopMaiiiHoi
Oe3neku Ta/ab0 k10epOe3neKkn BiAMOBIAHO A0 LLJIEH 1 3aBIaHb OpraHi3anli;

35.

- BUpINIyBaTH 3aja4yi 3a0e3MeUeHHS Ta CYNpPOBOJY KOMIUIGKCHHUX CHCTEM
3aXUCTy iH(OpMaIlii, a TaKoX MPOTHAII HECAHKI[IOHOBAHOMY JOCTYIy [0
iHdopMaIiiHuX pecypciB i mporeciB B iHdopmarliiHux Ta iHdopmariiiHo-
TEJICKOMYHIKAIIMHNX (aBTOMATH30BAaHWX) CHUCTEMax »3TiTHO BCTAHOBJICHOI
noJiTHKY iHGopMarlliitHoi i\abo kibepoOe3neku;

36.

- BUSIBJISITH HEOE3IMEeUH1 CUTHAJIM TEXHIYHUX 3aC001B;

37.

- BUMIPIOBATH MMapaMeTpy HEOE3NMEeYHMX Ta 3aBaJOBUX CHUTHATIB T dac
THCTPYMEHTAJILHOTO KOHTPOJIO TMPOIIECIB 3aXUCTy iH(opMallii Ta BU3HAYATH
e(EeKTHBHICTh 3axXHMCTy I1H(pOpMalli BiJI BUTOKY TEXHIYHMMH KaHAJaMU
BIIMOBITHO JIO BUMOI HOPMATUBHHUX JOKYMEHTIB CHUCTEMHU TEXHIYHOTO
3aXUCTy 1HpOpMaIlii;

38.

- IHTEepHpeTyBaTH pE3yJIbTaTH TPOBEJICHHS CIEIiaJbHUX BHMIPIOBaHb 3
BUKOPHUCTAHHSIM  TEXHIYHMX  3ac00iB,  KOHTPOJIO  XapaKTEPHUCTHUK
iH(QopMaIiTHO-TEIEKOMYHIKAIIIMHUX ~ CUCTEM  BIAMOBIJIHO  JI0  BUMOT
HOPMATUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY 1H(OpMaIlii;

39.

- TIPOBOJIUTH aTECTAIlil0 (CIHPAOYNCh HA OOJIK Ta OOCTEKECHHS) PEKHUMHHUX
TEpUTOpIA (30H), NPHUMIIIEHb TOLIO B YMOBAaX JOAEPKAaHHA PEKUMY
CEKPETHOCTI 13 (PIKCYBaHHSAM PE3YJIbTATIB Y BIANOBIIHUX JOKYMEHTAX;

40.

- IHTEpPOpPETYBAaTU pE3yJIbTaTU MPOBEJICHHS CHELIaJbHUX BHUMIPIOBaHb 3
BUKOPUCTAHHSAM TEXHIYHMX 3aco0iB, KOHTposit0 Xxapakrepuctuk [TC
BIIMOBITHO JIO BUMOT HOPMAaTUBHHUX JOKYMEHTIB CHCTEMHU TEXHIYHOTO




3aXUCTy 1HPOpMAIlii;

41.

- 3a0e3MmeuyBaTH HETIEPEPBHICTH MPOIIECY BEACHHS XKYPHATIB peecTpariii mo i
Ta IHIUJACHTIB HA OCHOB1 aBTOMAaTHU30BaHUX MPOIEAYD;

42.

- BIIPOBA/I’)KYBaTHU MPOIIECH BUABJICHHS, 1ICHTU(IKALII1, aHATI3y Ta pearyBaHHs
Ha IHIUACHTH 1H(}OopMalliitHOT 1/a00 Ki0epOe3neKy;

43.

- 3aCTOCOBYBATH HAIlIOHAJIBHI Ta MDKHApPOAHI peryiordi akTu B cdepi
iHbopmarriiinoi Oe3nmeku Ta/ abo kiOepOe3mekw M PO3CIiTyBaHHS
1HIIAIEHTIB;

44,

- BUpiIIyBaTH 3amadl 3a0e3nedeHHs Oe3mepepBHOCTI  Oi3HEC-TIPOIECiB
opraHizailii Ha OCHOB1 TEOpil PU3HUKIB Ta BCTAHOBJICHOI CUCTEMHU YTPABIIHHS
iH(opMaIliitHOIO 0e3MeKO0, 3TIHO 3 BITYM3HSHUMU Ta MDKHAPOIHUMHU
BUMOTaMH Ta CTaHJIapTaMH;

45.

- 3aCTOCOBYBAaTH piHI KJacu MNOJITUK 1HGopmarliitHoi Oe3neku Ta/ abo
KibepOe3neku, Mo 06a3yThCsl Ha pU3UK-OPIEHTOBAHOMY KOHTPOJI JOCTYITY 10
iH(popMaIITHUX aKTHUBIB;

46.

- 3IIACHIOBATH aHaji3 Ta MIHIMI3aIil0 pU3UKIB 00poOku iHdopMalii B
1H(hOpMAIITHO-TEIEKOMYHIKAIITHUX CUCTEMAX;

47.

- BUpiIIyBaTH 3ajavi 3axucTy iHdopmarii, 1o OoOpoOIIETHCT B
1H(pOpMaIITHO-TETEKOMYHIKAIIITHUX CUCTEMax 3 BHKOPHUCTAHHAM Cy4YacHHUX
METO/I1B Ta 3ac001B KpUNTOrpapiyHOro 3aXUCTy 1H(POpMaIii;

48.

- BUKOHYBATH BIIPOBA/XKEHHSI Ta MIATPUMKY CUCTEM BUSIBJICHHS BTOPTHEHb Ta
BUKOPHUCTOBYBAaTM  KOMIIOHEHTHM  KpUNTOrpaiuHOro  3aXUCTy  JUIS
3a0e3MnedeHHs] HeOOX1THOTO PIBHS 3aXHINEHOCTI iHGopmMallii B iHPopMaliifHO-
TEJIEKOMYHIKalIMHUX CUCTEMAX;

49.

- 3a0e3neuyyBaTd HajekHE (YHKIIIOHYBAaHHS CHUCTEMH MOHITOPUHTY
1H(hOpMaIIHHUX pecypciB 1 MPOIECiB B 1H(OPMAIIHHO-TEIEKOMYHIKAIIHHUX
CUCTEMaX;

50.

- 3a0e3neuyBaTH) (QYHKIIIOHYBaHHS MPOTpaMHUX Ta MPOrpaMHO-armapaTHUX
KOMILJIEKCIB BUSIBJIEHHS BTOPTHEHb PI3HUX PIBHIB Ta KIJACIB (CTAaTUCTUYHUX,
CUTHATYPHUX, CTATUCTUYHO-CUTHATYPHUX );

51.

- MIATPUMYBATH Mpale3/laTHICTh Ta 3a0e3nedyBaTi KOH(IrypyBaHHS CHCTEM
BUSIBJICHHS] BTOPTHEHB B 1H()OpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMaX;

52,

- BUKOPUCTOBYBATHM IHCTPYMEHTapiii JJisi MOHITOPHHTY TIPOIIECIB B
1H(hOpMAIITHO-TENIEKOMYHIKAI[IHTHUX CUCTEMAX;

53.

- BUpINIYBaTH 3aJadl aHali3y MPOTrpamMHOrO KOJY Ha HAasBHICTb MOMJIMBHX
3arpos.

54,

- YCBIJIOMJIIOBAaTH I[IHHOCTI TPOMAJSHCHKOTO (BUIBHOTO JE€MOKPATUYHOIO)
CYCNUJIbCTBA Ta HEOOXIAHICTh WOT0 CTAJIOrO PO3BUTKY, BEPXOBEHCTBA IMpaBa,
npas 1 CBOOO/I JIFOAWHM 1 TPOMAIIHUHA B YKpaiHi.




8. PecypcHe 3a0e3neueHHs peaJizauii nporpammu

Kaapose
3a0e3meYeHHs

Jlek1ii mpoBOASATHCS HAYKOBO-TIEarOT1YHUMU TpalliBHUKAMU, a
TaKoXX  MPOBIAHUMU  HAYKOBISMM  a0o0  cHemiajicTamu-
npakTUKamMu  (BKJIIOYaroud  (axiBLIB  1HO3EMHUX  KpaiH),
3aMpOIICHUMH Il 4YWTaHHsA Jekuid. Y ckiaal kxadenpu
KibepOe3nekn Ta MporpaMHOro 3a0e3reueHHsS CPOPMOBAHO
rpyIy 3a0e3NedeHHs] 3 HayKOBO-TICAAroriYHUX IpalliBHUKIB, Ha
Ky TIOKJaJCHO BIAMOBIIANBHICTh 3a MIATOTOBKY 3/J00yBadyiB
BUIIOI OCBITH 32  OCBITHBO-TIPOGECIHHOI  MPOTPaMOI0
«KibepOe3nekay.

Bci po3poOHUKM TporpamMu € ITAaTHUMHU CIIBPOOITHUKAMU
IHHTY. /o mpoBeacHHs JEKIi 3 HaBYAIBHUX JHCIUILUIIH 3a
OCBITHBO-IPO(ECIHHOI0 MPOrpamMor0 3aTy4aroThCsl HAayKOBO-
MeJJaroriuHl MpaliBHUKU 3 HAYKOBUMH CTYICHSMU Ta BUYECHUMHU
3BaHHSAMHU 3a OCHOBHUM MicleM pobotu. Jlo mpoBeneHHs
JeKLId, 3A1MCHEHHS HAyKOBOTO KEpIBHUIITBA KypPCOBUMU
poOoTaMu  3alydaroThCs HAYKOBO-TIEAArOTIYHI IMPallIBHUKH,
piBeHb  HaykoBOi Ta  Npo(deciiHOi  aKTHUBHOCTI  SIKUX
3aCBIAUYETHCS BUKOHAHHSAM 3a OCTaHHI I’SITh POKIB HE MEHIIE
JOTHPHOX YMOB, 3a3HaueHMX y MyHKTI 30 JlineH3iiHuX yMOB
MPOBA/KEHHS ~ OCBITHBOI  JISUTBHOCTI  3aKJaJiB  OCBITH,
sarBepmkeHux IlocranoBoro KMV Big 30 rpymas 2015 p. Ne
1187.

HaykoBo-niemaroriuyni mpaIriiBHUKH, SKI BUKOHYIOTh BCl BUIH
HAaBYAJIbHOTO  HABaHTAXCHHS 32  OCBITHBO-TIPOQECIHHOIO
IporpamMor0, MarTh HAYKOBI MyOuikamli BIAMOBIAHO [0
npodia0 AUCHUILIIIH, SKI BOHM BHUKJIAJAlOTh, Ta MPOXOJATh
MIJBUIICHHST KBaliikaiii He pijlie OJHOro pa3y Ha I ATh
pokiB. Jlo mpoBefeHHS HAyKOBUX CeMIHapiB, KOH(EpEeHIH,
KPYTJIUX CTOJIB TOHIO JUIsl CTYJEHTIB OCBITHBO-NPOQECiiHOT
nporpaMu  3ajJydarOThbCSd  BUCOKOKBami(ikoBaHi  ¢axiBili-
MPAKTUKH.

MarepianbHo-
TeXHIYHe
3a0e3MeYeHHA

3a0e3nedyeHHs] KOMIT FOTEPHOI0 TEXHIKOIO Ta TEXHOJOTISIMHU
Cy4aCHOTO PiBHSI.

3a0e3nedeHICTh MPUMIMIEHHSIMH TSI TTPOBEICHHS HaBUYATBLHUX
3aHSTh Ta KOHTPOJIBHUX 3aXO/IiB.

3a0e3neueHICTh MYJIbTUMEIITHUM o0J1aTHAaHHIM VIS
OJTHOYACHOTO BUKOPHUCTAHHS B HaBYAIBHUX AyIUTOPISX (ITOHAT
30% KUIBKOCT1 ay IUTOPIi).

BukopucTtaHHs y HaBYaJIbHOMY MpPOLECI  CHEIiali30BaHUX
KOMIT'FOTepHUX  Jlabopatopii  kadeapu kibepOesneku Ta
porpamMHoOro 3a0e3nevyeHHs 3 BUKOPUCTAHHSIM CHeliani30BaHuX
MAaKeTIB MPUKIAJHUX TIPOrPaAM.

HasBHa Bcsi HEeoOXimHa coIiagbHO-MIOOYTOBA 1H(pACTPYKTYypa,
KUIBKICTh MICI[b Y TYPTOXHUTKax BiAMoBigae BuMoram (
TrYpPTOXUTKH 3a0e3neuytoTs 100% motpedn).




Indopmaniiine
Ta HABYAJBbHO-
MeTOANYHE
3a0e3nmeyeHHs

Hoctyn a0 HalicydacHIIMX 1H(OpPMAIIHHUX TEXHOJIOTIH Ta
pecypciB.

[adopmariiitne 3a06e3me4eHHs OCBITHBOT AISUIBHOCTI 32 OCBITHBO-
npodeciiiHO0 IPOrpaMor0 BKIIOYAE:

1. HasBuicte odimiiiHoro BeO-cailTy 3akiagy  OCBITH
http://www.kntu.kr.ua, Ha sKomMy po3milleHa OCHOBHa
iH(opMalris mpo Horo AisIBHICTH (JTiIeH31i Ta cepTudikaTH Ipo
aKpeauTallifo, mpaBuia MPUIOMYy), HaBYaJIbHI Ta HAayKOBI
CTPYKTYpHI MAPO3AUIA Ta iX CKJIaJl, HOPMATHUBHI JOKYMCHTH,
[0 PErJaMEHTYIOTh OCBITHIM IpOIIEC B YHIBEPCHUTETI, MEpeiK
HABYAIBHUX JUCIUILUIIH Ta METOIMYHE 3a0€31eUeHHS BUBYCHHS.
2. HasBHicTh 010710TE€KM 3 TphOMAa UYHUTATLHUMHU 3ajaMH 13
3arajibHIM (oHI0M 0Jm3bk0 500 THC. MPUMiIPHUKIB.

3. MOXIMBICTh KOPHCTYBATHUCS NOIIYKOM Yy EleKTpoHHOMY
KaTano31i 010J110TEKH Yepe3 JOKaIbHY MEPEXKY YHIBEPCUTETY.

4. Binmpauit noctyn no penosutapito [THTY CUNTUR, ne
MOKHa O3HAMOMHUTHCH 3 HAyKOBHUMH IMpalsiMH Ta HaBYaJIbHO-
METOJAMYHMMU  MaTepiajlaMd  BUKJIAJadiB Ta  aCIMIPaHTIB
YHIBEPCUTETY,  MEperIiHyTH  MOBHOTEKCTOBI  myOmikarii
HAayKOBUX 30IpHUKIB BHJIaBHUIITBA YHIBEPCUTETY, MaTepiayu
CTYJICHTChKMX KOH(EpEeHIIil Ta Te3u JOIOoBieH, aBTopedepaTu
Ta AUcepTalii TOmIO.

4. Jloctyn 10 cUCTeMM JOUCTaHIIHHOrO HaB4yaHHs Moodle, sika
MICTUTh HABYAIHHO-METOAWYHI MaTepiaiM 3 yCiX HaBUaJbHUX
IUCIIAIUIIH CIIEI1aJIbHOCTI.

5. JlocTyn 10 cnieriaaizoBaHuX NEPIOIUIHUX BUIAHb.

HapuanbHo-MeTOIMUHE 3a0€3MeYeHHsI OCBITHBOI MISUIBHOCTI 3a
OCBITHBO-TIPO(ECIITHOI MPOrpamMor0 BKIIFOYAE: OMUC OCBITHBHOL
MporpamMu; HAaBYAJIBHHMHA IUIaH; poOOYl MpOrpaMH JUCITUILTIH,
HaBYAJIbHO-METOJANYHI KOMIUICKCH JUCHMIUIIH, $KI MICTSATh
METOJMYHE 3a0e3MeUeHHs Ta HaBYaJIbHI MaTepiaiu 3 JUCIUILIIH
HAaBYAJIBHOTO TUTaHy (MIJPYYHUKH, HaBYAJIbHI TOCIOHHKH,
METOJMYHI ~ PEKOMEHJallli); METOJWYHI  MaTepianu s
CaMOCTIMHOI Ta 1HIUBIAyaJIbHOI POOOTH CTYJEHTIB 3 JUCITUILIIH;
po0Oodi TporpamMu TPAKTUK, METOAWYHI PEKOMEHaIii g0
BUKOHAHHS KYpPCOBUX pOOIT; METOIWYHI Marepiaau [0
MIPOBEJICHHSI aTecTallli 3700yBaviB; KpUTEPil OIIHIOBAHHS PiBHS
MTOTOBKH; TTAKETH KOMIIEKCHIX KOHTPOJIBHUX POOIT TOIIO.

9. AkaaeMiuHa MOOLJIBHICTEH

HamionaanHua
KpeAuTHA
MOOLIBHICTH

Ha ocHOBi1 JBOCTOpOHHIX JOTOBOPIB MK YHIBEPCHUTETOM Ta
3aKJIaJaMy BUIIOT OCBITH YKpaiHHU.

Mixknapoana
KpeauTHA
MOOLJIBHICTEH

Ha ocHoBi nBoctoponHix goroBopiB Mk I[IHTY Ta Bumummwm
HaBYAIBLHUMHU 3aKJIaIaMH 3apyO1KHUX KpaiH-TIapTHEPIB.




HaBuannus
iHO3eMHHX
3100yBaviB
BHIIOI OCBITH

Mogoro Bukiiananusa B LIHTY e nepxaBna MmoBa.

3 METOI CTBOPEHHS YMOB JUIsi MIXKHApOJHOI akKaJeMi4HOi
mobutbHOCTI, [IHTY Mae mnpaBo mnpuilMaTH pilIeHHS PO
BUKJIQJaHHS OJHIET YU KUILKOX JHUCLUIUIIH aHIIIHCHKOI0 MOBOIO
yu iHmo0 odimiiHol MoBow  €Bpornelicbkoro  Corosy,
3a0€3IMeUrBIIH NIPU I[LOMY 3HaHHS 3700yBayaMu BUIIOi OCBITH 3
BIIMOBIAHOT ~ AUCHUIUIIHA  JIep)KaBHOO  MoOBow0. Ilepernik
1HO3EMHHUX MOB, SIKUMU 3/IIHCHIOETHCS BUKIIAJAHHSI HAaBYAIbHUX
IUuCcHUILIiH, Bu3HadaeTbes [THTY.

Jlis BUKIIQJaHHS HaBYAJBHUX JUCIUIUIIH 1HO3EMHOIO MOBOIO
[MHTY w™Moxe yTBOpIOBaTH OKpeMi Tpymu JUisi 1HO3EMHUX
rpoMajisiH, 0oci0 0e3 TpoMaAsSHCTBA, sSKI OaXKalTh 3100yBaTH
BUIILy OCBITY, 32 KOITH (I3UYHUX YU FOPUIAYHUX OCi0, abo
po3po0isATH iHAMBIAYyanbH1 mnporpamu. Ilpu npomy IHHTY
3a0e3reuye BUBYEHHS TaKUMU OCOOaMM JEp>KaBHOI MOBHU SIK
OKpeMOi HaBYaJbHOI AUCHUIUTIHU. DyHKIIOHY€e MIAroTOBYE
BIJUIUICHHSI, JI€ 1HO3EMHI T'pPOMAJISHU BUBYAIOTh YKPAiHCbKY
MOBY.




2. IlepeJtik KOMIIOHEHT OCBITHBLO-TIPO(eCiiiHOI MPOrpaMu Ta iX JIOTiYHA

MOCJITOBHICTEH

2.1. IlepeJiik KOMIIOHEHT OCBITHbO-NIPOGdeciiiHOl MporpaMu

Kon KoMIioHeHTH OCBITHBOI TPOrpamMu Kinbki dopma
KOMIIOHE | (HaBYaJIbHI JUCUMUILIIHU, KYpCOBI IPOEKTH CTh M1ICYMKOBOT'O
Htu OIIIT (poGoTn), mpakTHKH, IepKaBHA aTecTallis) | Kpeau KOHTPOJTIO

TIB
1 2 3 4
1. O60B’13K0Bi KOMIIOHEHTH
1.1. ImcuumIiHg 3arajibHoi MiAr0OTOBKHU
Vkpainceka MoBa (3a  mpodeciitHuM
OK1 P ( pod 3 eK3aMeH
CHPSIMYBAHHSIM)
OK2 Komm’roTepHa jorika 4 eK3aMeH
OK3 IcTopis Ta KynabTypa YKpainu 5 €K3aMEH
InozemHna  MoBa 3a  mpodeciitHuM .
OK4 ( pogd 5 3aJ1K, eK3aMcH
CHPSIMYBAHHSIM)
OK5 Buma maremaTnka 10 | ex3aMmeH, eK3aMeH
OK6 dizuka 8 | 3aiik, ek3aMeH
OK7 dinocodis 4 | exk3amMeH
OKS8 besneka xutreaisasHocTi B IT chepi 3 CK3aMCH
OK9 OcCHOBH OXOPOHH ITpalri 3 eK3aMeH
OK10 @D13UYHE BUXOBAHHS - 3aJI1KH
1.2. Iucuunitinu nmpodeciiiHol miAroToBKU
OK11 Soft skills 3 CK3aMeH
OcHoBH KOMII'FOTEPHUX TEXHOJIOT1H
OK12 p 3 CK3aMeH
(CS50)
bazoBi  mMeTomomorii  Ta  TEXHOJIOTII .
OK13 7 3aIK,cK3aMeH
porpamMyBaHHS
OK14 Kowmm'toTepHi Mepexi 6 eK3aMeH
udepeHmiioBa-
OK15 KypcoBa po6oTa 3 KOMIT' IOTEPHUX MEPEK 1 |8 %) petil
HUH 3aJTIK
OK16 Beryn o kibepOe3neku 6 €K3aMEH, €K3aMEH
OK17 basu mannx 5 3aJIiK,eK3aMeH
udepeHmiioBa-
OK18 KypcoBa po6ora 3 6a3 maHux 1 |8 (? petit
HUU 3aJTIK
3axuct iH(popmalmii B iH(OpMaIiiHO-
OK19 .(b pMatl (popmar 3 eK3aMeH
TEJIEKOMYHIKaIITHUX CUCTEMax
OK20 ANTOpUTMU Ta CTPYKTYPH JaHUX 6 3aJIiK,eK3aMeH




OK21 Web-nporpamyBanHs 4 €K3aMEH
OK22 OCHOBM TEXHIYHOT'O 3aXUCTY 1HpOpMAaIii 3 €K3aMEH
OK23 [ndopmaniitna Oe3neka gep:kaBu 8 €K3aMEH, €K3aMEH
OK24 KypcoBa po6ora 3 inpopMmaiiiitHoi 6e3nexu 1 nudepeniiiiona-
Jep>KaBU HU 3aJTIK
AJMIHICTpYBaHHS 1H(popMarriitHo-
OK25 I py o (opmar 6 €K3aMEH, eK3aMeH
TEJIEKOMYHIKalIMHUX CUCTEM
OK26 [nTepuer peueii (IoT) 7 3aJliK,eK3aMeH
OK27 K . , . (T 1 nudepeniiiona-
COBHI MPOEKT 3 iHTepHeTy peueit (o . .
yp p puery peueti (IoT) -
OK28 Kpunrorpadiunuii 3axuct iHpopmarii 7 €K3aMEH,EK3aMEeH
OK29 Kpunroanani3z 3 3aJiK
OK30 OmnepariitHi cucTemMu 5 CK3aMCH
. - udepeHIiiiiora-
OK31 KypcoBuii npoekT 3 onepariiHux cUcTeM 1 |8 (l) petil
HUI 3aJTiK
OK32 KomMIekcHi cuctemMu 3aXucTy 1H(popmaii 3) €K3aMEH
Opranizaiiiine 3a0e3MeueHHs  3aXUCT
OK33 P o Y 4 eK3aMeH
iHbopMmarrii
OK34 KibepOe3neka 6a3 qaHux 6 eK3aMeH
1.3. IIpakTHKa Ta ep:KaBHA aTecTallis
udepeHiiiiona-
OK35 HaBuanbHa npakTuka 6 | (? perl
HUH 3aJ11K
. nudepeHIriiora-
OK36 Excrnnyarartiiina npakTuka 6 | C\I,) perl
HUH 3JTIK
: udepeHiiiiopa-
OK37 [IpOeKTHO-TEXHOJIOT1YHA ITPAKTHUKA 6 | (1) perl
HHH 3aJTiK
ndepeniiiora-
OK38 [lepenauniomMHa nmpakTHKa 6 | (? PCHI
HUH 3aJTiK
3aXUCT
OK39 JlurimoMHe MPOEKTYBaHHS 9 | xBamiikamiiHOi
pobotu
3araJgbHuii 00cr 000B’A3KOBUX KOMIIOHEHT 180

2. BubipKkoBi KOMIIOHEHTH

2.1. BubipkoBi 1M cIUNJIiHM 3arajJIbHOI MiATOTOBKH

BK1

Jucuuruiian - 3a BUOOpOM
OCBITH B TPEThOMY CEMECTPI

3n00yBaua

6




BK2 Jucuumiian  3a  BuOopom  3100yBada 3
OCBITH B II'ITOMY CEMECTP1

BK3 HMucuumiian  3a  BuOopoMm  3700yBaua 9
OCBITH B ChOMOMY CE€MECTpi1

BK4 Jucuumiian  3a  BuOopoMm  3700yBaua 3
OCBITH B BOCBMOMY CEMECTpI

2.2. BubipkoBi iucuunjiHnu npodeciiiHol miaroroBku

BKS3 Jucuumiian  3a  BuOopoMm  3700yBaua 6
OCBITH B JIpyTOMY CEMeCTpi

BK6 JMucuuminian  3a  BuOOpoM  3700yBaua 3
OCBITH B TPETbOMY CEMECTPI

BK7 HMucuumiian  3a  BuOopom  3700yBaua 9
OCBITH B UYETBEPTOMY CEMECTPI

BKS JMucuuminian  3a  BuOOpoM  3700yBaua 6
OCBITH B I'ITOMY CeMecCTpi

BK9 Jucuumnian  3a  BuOopom  3100yBaua 9
OCBITH B IIIOCTOMY CEMECTpI

BK10 JMucuumiian  3a  BuOopoMm  3700yBaua 5
OCBITH B BOCBMOMY CEMECTpI

3arajibHuii 00cAr BUOIPKOBUX KOMIIOHEHT 60

3araabHuii 00CAT OCBITHHOI IPOrPaMu 240




CrpykrypHo-iaoriuna cxema OIIII "KidepOe3nexka"

TEOPETHUYHE HABYAHH:

N2

N2

N2

BuBuCHHS HOPMATHBHUX
JMCHMILTIN UMY 3araibHoi
miAroToBKM

BHBUCHHS HOPMATHBHNX
AMCUMIIIH HHKITY npodeciiinoi
Ta NPAKTHUHOT MIrOTOBKH

Bupuchus aucunnain 3a
BHGOpOM

T

L

L

| I I
| | !
' T i
: | I cemectp |
L OK1, OK2, OK4 I I o
| OKS5, OK6, OK1 | OK11, OK12, OK13 | o
| | I
! | |
i | |
| HapuanpHa npaktuka OK35 ! -
. ] |
T I |
| 1I cemecTp | Bubiprosi ancunminm
| OK3, OK4, OK5 |_ Kty npodeciiiHoi miroTosKkn -
) -
| OK6, OKI0 J OK13 } BKS
] H
T
| | v |
| |
I I 111 cemecTp : BuGipkosi Lll’!flLl}/lll.'liHH LMKy
3arajbHoOl MArOTOBKH
| OK7, OK10 | |
l_ — l_) OK1 7’ OKZO’ OK16 - Buﬁipi\‘oglrg/l%uunniuu KTy -
| | OK1 4, OK15 | npodeciiinoi miaroroBku
| | I BK6
| | |
| Exdnnyarauiiina npaktuka OK36 | | ———
| I |
i i T
| | IV cemectp
| | | BubipkoBi quctMIUTiHg HHKITY
| I_ OK1 6, OK1 7, OK1 8, :_ npodeciiiHoi miAroToBKu -
I | | OK19, 0K20, OK21 | BK7
I I
: : :
| | v ,
| | V cemecTp | BuGipkos :
HﬁlpKOBl JHCUMIUTTHA IHKITY
I I | 3arajibHOI MiArOTOBKH
| | | OK22, OK23, OK24, I BK2
I I_) OKZS’ OK26’ OK28 I_-) BuOipKoBi AMCIMILTIHI IHKITY
| | | nipodeciitnoi miaroToBkH -
: : | BKS
|
: : |
| TTIpOEKTHO-TEXHOJIOTIYHA TPaKTHKA OK37 | ———
I I
, , v |
| | VI cemectp | o ]
BuGipkoBi AMCUHUILIIHK KKy
I I OK23. OK25. OK26 | npodeciiHoi miaroToBKH
| | > ’ -
| [~ OK27, OK28, OK29 :— BK9 >
| | |
| | '
| | v ,
I I VII cemecTp |
I I | BubipkoBi AMCUMILTIHH LHKITY
| | OK30, OK31 I 3arajibHOI MiArOTOBKH
: :—> OK32, OK33 n BK3 o
I
| | |
I I 1
| IlepenaurioMHa IpaKkTHKaA OK38 H—
T
| | L / |
! ! VI cemecTp | BuGipKoBi AMCUMILTIHH LHKILY
| | | npodeciiinoi niarorosku
I_ | BK10
K OKS’ OK9 — OK34 l = BuGipkoBi AHCHHMIUTIHH LHKITY -
3araibHOl MiAroTOBKH
BK4
ITinroroBka Ta 3axHCT OaKaJIaBPCHKOI JUIUIOMHOI poOOTH OK39 -}

~

VIEOLOJI I VHUIDA®OI YHhUINVII




3. ®opmu aTecTailii 3100yBauiB BUIIOT OCBIiTH

®opmu arecTaii 3100yBaviB BUILOL
OCBiTH

Artecraniss  3filcHIOETECT Y (opmi
myOJIYHOTO  3aXWCTy  KBamidikariitHoi
0akaiaBpChKO1 AUIIIOMHOT POOOTH.

Ha arecTtanito BUHOCHTBCS CYKYIIHICTb
3HaHb, YMiHb, HaBUYOK, THIITAX
KOMIETEHTHOCTEH, HAaOyTUX 0C000K0 Yy
nporieci HapuaHHs 3a CTaHIAPTOM BHIIO1
OCBITH Ykpainu IIEpLIOTO
(6akamaBpChKOTO) PIBHS 31 CHEHIAIBHOCTI
125 « KibepbOesnekay.

Jlo arecrailii JOMyCKarOThCS CTYICHTH,
SKI BUKOHQJIM BCl BUMOTH IPOTpaMHu
M ATOTOBKHU.

Bumoru no kBagigikaniiinoi
podoTH/IpoeKTy

KBamidikariitna pobora Mae
nependayaTu pPO3B’sI3aHHS
cHemiaiaizoBaHoi  3ajadl B Traiysi
1H(popmarliitHoi Ta/abo k10epOe3neKH.
Kramidikamiitna pobota Mae OyTu
nepeBipeHa Ha miariar.

OnpuiitoAHEHHS Ha CauTi.




4. MaTpuus BiiOBIAHOCTI NPOrpaMHMX KOMIIETEHTHOCTEH KOMIIOHEHTAM OCBITHLO-npodeciiiHoi mporpamu «KidepoOe3nexkar

OcBiTHi IH;E;I:" 3arajbHi KOMIETEHTHOCTI ®axoBi KOMIETEHTHOCTI
OO e | K31 | K32 | K33 | K34 | K35 | K36 | K37 |K®1 K2 | K®3 | KO4 | KOS | KO6 | KO7 | KDS | KO9 |KD10| K11 | K12
OK1 + + + +
OK2 + + + N
OK3 + + "
OK4 + + + +
OKS + + +
OK6 + + +
OK7 + + .
OK$ + + + + N R
OK9 + + + N
OK10 + + +
OK11 + + ‘ .
OK12 + + + + + + N
OK13 + + +
OK14 + + + |+
OK15 + N
OK16 + + + + + + + N
OK17 + + N
OK18 + N N




OK19

OK20

OK21

OK22

OK23

OK24

OK25

OK26

OK27

OK28

OK29

OK30

OK31

OK32

OK33

OK34

OK35

OK36

OK37

OK38

OK39




5. 3BeneHa TadmusA (paxoBUX KOMIIETEHTHOCTEH Ta pe3y/ibTATiB HABYAHHS.

daxoBi KOMIIETEHTHOCTI

Pe3yabTaTn HABYAHHS

K® 1. 3garHicTh 3acTOCOBYBAaTH 3aKOHOJaBUY Ta
HOPMaTUBHO-TIPaBOBY 0a3y, a TAKOX JIep:KaBHI Ta
MIDKHApOJIHI BUMOTH, IPAKTUKH 1 CTAHIAPTH 3
METOI0 3/11iiCHEeHHS TPpOo(eciitHOT TiSITBHOCTI B
ray3i iHpopMariiiHoi Ta/abo kKidepOesneKn.

- TOTYBaTH MPOIIO3UIIii 1O HOPMATHBHHX aKTIB 1
JIOKYMEHTIB 3 METOIO 3a0€311eYCHHS] BCTAHOBIICHOT
HOJITUKY iHpOpMaIIiitHOi Oe3meku i \abo
KibepOesmeku;

- PO3pOOJIATH MPOEKTHY TOKYMEHTALlI0, 111010
MPOTPaMHUX Ta MPOrPaMHO-aNapaTHUX
KOMIUICKCIB 3aXHCTy 1HPOPMAIIHHHX,
iH(OopMaIiHHO-TEICKOMYHIKaIlIHHUX
(aBTOMaTH30BaHUX) CUCTEM;

- BUKOHYBATH aHaJli3 peaii3alii mpuiHATOl
NOJITHKH iHpopMaNiiHOi i /abo kibepOe3neKH.

K® 2. 3natHicTh 10 BUKOpUCTAHHS
iH(popMaIiiHO-KOMYHIKaIlIHHUX TEXHOJOTIH,
Cy4JacHUX METOIB 1 Mojeneil iHdpopmaiiHoi
Ta/abo KibepOe3neKH.

- 3AiiicHIOBaTH NIPOo(eciifHy isUTbHICTh HA OCHOBI
3HaHb Cy4yacHHUX 1H(OpMaIIHHO-KOMYHIKAI[IHHIX
TEXHOJIOTHi;

-po3po0IIATH Ta aHAJI3yBaTH MPOEKTU
iH(OpMaIiHHO-TEICKOMYHIKAIlIHHUX CUCTEM
0a3yrounCh Ha CTaHAAPTU30BAHUX TEXHOJIOTISAX Ta
MPOTOKOJIAX Tepeadi JaHuX;

-3aCTOCOBYBATH B NMPO(ECiifHIl AiSTTBHOCTI
3HaHHS, HABUYKHU Ta MPAKTUKHU, IOJ0 CTPYKTYP
CY4YaCHUX OOYHCITIOBAIIBHUX CUCTEM, METO/IB 1
3ac00iB 00poOKH 1HPOpMaIlii, apXITEKTyp
OTepaliiiHuX CHCTEM;

-3/11ICHIOBATH 3aXMCT PECYpPCiB 1 MPOLECIB B
iH(pOpMaIIHHO-TEIEKOMYHIKAIIIHHIX CUCTEMax Ha
OCHOBI MoJIeneli Oe3neku (KiHIIeBUX aBTOMATIB,
ynpasiinHsa motokamu, Bell-LaPadula, Biba,
Clark-Wilson, Ta inii), a TakoX BCTaHOBJICHUX
peXHUMIB 0e3MeYHOro (QyHKIIOHYBaHHS
iH(OpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTeMaX;

- BUKOHYBATH aHaJli3 POrPaMHOro 3a0e3neueHHs
3 METOIO OLIIHKU Ha BiAMOBITHICTh BCTAHOBICHUM
BuMoram indopmariiiHoi i\abo kibepoesneku B
1HpOpMaLiIHHO-TEJIeKOMYHIKAIlIHHIX CUCTEMaX.

K® 3. 3paTHicTh 10 BUKOPHCTAHHS IPOTPAMHUX
Ta MPOrpaMHO-aNapaTHUX KOMIUIEKCIB 3ac00iB
3axucTy iH(popMarlii B iHpopMalliiiHo-
TeJIEKOMYHIKalIiHUX (aBTOMAaTU30BaHUX )
cucremMax

-3a0e31edyBaTy IpoLecH 3aXUcTy iHpopMmarliitHo-
TEJIEKOMYHIKaI[ifHUX (aBTOMAaTH30BaHHX) CUCTEM
HIJISIXOM BCTAHOBJICHHS Ta KOPEKTHO1
eKCIUTyaTallii MporpaMHUX Ta MPOrpPaMHO-
anapaTHUX KOMIUIEKCIB 3aCO01B 3aXHCTY;

- 3a0e3neuyBaTy (PyHKIIOHYBaHHS CHELIaJbHOTO
MPOrpaMHOTo 3a0e3MeueHHs, 00 3aXUCTY JaHUX
BiJl pyHHYIOUUX MPOTPaMHUX BILIUBIB,
pYHHYIOUHMX KOJIB B iH(pOpMaIiitHuX,
1HpOpMaLifHO-TETeKOMYHIKaIlIHHIX
(aBTOMATH30BaHMX) CHCTEMAX;

- BUKOHYBAaTH PO3pPOOKY eKCIUTyaTaIiitHo1
JTOKYMEHTAIli1 Ha KOMITJICKCIB 3aC00iB 3aXHUCTY.

K® 4. 3narnicth 3a6€3neuyBaTi HETIEPEPBHICTh
0i3HeCy 3TiJHO BCTAHOBJIEHOT MOJIITUKH
1HpopMalLiitHOiI Ta/abo KibepOe3neKu.

- BUpINIYBAaTH 3aja4i CynpoBOAYy (B.T. YHCI:
OTJISINT, TECTYBaHHS, MiJ3BITHICTh) CHCTEMU
YIPaBIIIHHSA TOCTYIIOM 3T1HO NPUHLIUIIIB,
KPHUTEPIiB TOCTYITy Ta BCTAHOBJICHOT MOJIITUKH
Oe3neku B iHpopMarLiitHUX Ta iHpOpMaLiitHO-
TEJICKOMYHIKaIliHHUX (ABTOMaTH30BaHMUX )




cucTeMax;

- pealti3oByBaTH 3aXO0/H 3 MMPOTHUIT OTPUMAaHHIO
HECaHKI[IOHOBAHOTO JTOCTYTY A0 iHhOpMaIiitHIX
pecypciB i mporieciB B iHQOpMaIiHHAX Ta
iH(opMaIiHHO-TEICKOMYHIKaIlIHHUX
(aBTOMATH30BaHMX) CHCTEMAX;

- BUPINIYBATH 3aja4i yIpaBiIiHHS JOCTYIIOM 0
1H(pOpMaIIHHIX

pecypciB Ta mpolieciB B iHPOpMaIifHUX Ta
1HpOpMaLiTHO-TEeIeKOMYHIKaLlIHHUX
(aBTOMATH30BaHMX) CHCTEMaX Ha OCHOBI MOJIeIei
YIPaBIiHHSA T0CTYIIOM (MaHIaTHHX,
TUCKPEIIHIX, POJIbOBUX );

- BUPILIYBATH 3a/1a4i HEHTPaIi30BaHOTO 1
JEIIEHTPATi30BaHOTO aIMIHICTPYBAHHS JIOCTYTIOM
110 iH(opMaLiIiHUX pecypciB 1 MPOIIECIB B
iHpopMaLifHUX Ta iHPOpMaIiifHO-
TeJIeKOMYHIKaliiHUX (ABTOMAaTU30BaHUX)
cucTemMax;

- 3a0e3meuyBaTy BBEIEHHS MiI3BITHOCTI CHCTEMHU
YIpaBIiHHS TOCTYIIOM iH()OPMAIIHHAX pecypciB i
MPOIIECiB B iHGOpMAIiHHO-TEICKOMYHIKAIlI HHIX
cucTeMax.

K® 5 3narHicTh 3a0e3medyBaTu 3aXHUCT
iH(popMallii, 1o o6pobaseThes B iHPOpMaLiifHo-
TEJIEKOMYHIKallliHUX (aBTOMAaTU30BaHUX )
CHUCTEMax 3 METOI0 peastizallii BCTaHOBJICHOT
NOJITHKY iH(popMamiiHoi Ta/abo kibepOe3nexH.

- 00UpaTH OCHOBHI METOJIU Ta 3aCO0H 3aXUCTY
iH(opMaIrii BiITOBITHO 10 BUMOT CyYacHHUX
cTaHAapTiB iHpOpMaIIiitHOT Ta/abo KibepOe3neku,
Ta KpUTepiiB Oe3neku iHpopMaIiitHuX
TEXHOJIOT'1#, 3aCTOCOBYIOYM CHCTEMHUH MiIXix Ta
3HaHHS OCHOB TeOpii 3aXUCTy 1HPOpMAILT;

- BUPINIYBATH 3aj1a4i yIPaBIiHHS POIEypaMu
ineHTudikanii, aBreHTU(IKaIii, aBTOpU3aIIii,
KOPHCTYBaYiB 1 IMPOIIECIB B iHQOpMAIIHHUX Ta
1H(hOpMaLIHO-TEIEKOMYHIKAI[ITHIX
(aBTOMaTH30BaHMX) CUCTEMAX

- IPOEKTYBATH Ta pealli3yBaTH KOMILIEKCHI
CUCTEMH 3aXUCTy iHpOpMaIlii B aBTOMaTU30BaHUX
cUCTeMax opraHizaiii (ANpUEMCTBA) BIAMOBITHO
JI0 BUMOT HOPMATHBHUX JOKYMEHTIB CHCTEMH
TEXHIYHOTO 3aXHUCTy iH(opMmarlii;

-BUPIINITYBATH 3aa4i 3aXUCTY TIOTOKIB JaHUX B
iHopManiiHuX, iHGopMaIliiHO-
TEJIEKOMYHIKaIlifHUX (aBTOMaTH30BaHHX )
CUCTEMaX;

- BU3HAYaTH PIBEHb 3aXUILEHOCTI 1H)OpMaLIHHUX
pecypciB B iHpopmarliitHux Ta iHpopmariitHo-
TEJIEKOMYHIKalliiHUX (ABTOMAaTU30BaHUX )
CUCTEMaX;

-BUKOPHCTOBYBATH IHCTPYMEHTAJIbHI 3ac00n
OLIIHIOBAaHHS MOKJIMBOCTI peaizamii MoTeHIIMHNX
3arpo3 indopmaiiii, 1o 0OpoOIIIETHCS B
iH(opMaIiHHO-TEICKOMYHIKaIlIHHUX
(aBTOMaTH30BaHUX) CHCTEMaX.

K® 6. 3gaTHicTh BITHOBIIOBATH IIITATHE
¢yHKIiOHYBaHHS 1HGOpMaLifHUX, 1HPOpMaIliitHO-
TEJIEKOMYHIKaI[iHHUX (aBTOMAaTU30BaHUX) CHCTEM
micis peastizarii 3arpos, 3/iiicHeHHs KidepaTak,
3001B Ta BiIMOB Pi3HHUX KJIACiB Ta MMOXOKCHHS.

-BUPILIYBATH 33]a4l yIPaBIiHHS MpolLiecaMu
3abe3nevecHHs Oe3nepepBHOCTI Oi3Hecy 3
BUKOPUCTAHHSM IPOLEAYP pe3epPBYBaHHS
IIPOTPaMHOro 3a0e3eueHHs Ta 0e310CepeHbO
iHhOpMAaITIHHIX PeCypCiB;




-BUPIIITYBATH 33a]1a4i KOPEKITii IJIeH, CTpaTeTii,
TUTaHiB 3a0e3mneueHHs 6e3mepepBHOCTI Oi3HEC
MIPOIIECiB TiCIIA 3MiHCHEHHS KibepaTak, 3001iB Ta
BiJIMOB Pi3HHX KJIACiB.

-CTBOPIOBATH 1 BITPOB/KYBATH IIJIAHU TPOLIECY
3a0e3nedyeHHs Oe3nepepBHOCTI Oi3HeCy;

- BUKOHYBAaTH aHaJli3 HAJIAIITYBaHb CIIEMEHTIB
1H(pOpMAIIHHIX CUCTEM Ta KOMYHIKaLIHHOTO
00J1aTHAHHS,

K® 7. 3natHicTh BOpOBaIKyBaTH Ta
3a0e3nedyyBaTy (yHKI[IOHYBAaHHS KOMIUIEKCHUX
CUCTEM 3axXHUCTy iH(hopMaIllii (KOMIUIEKCH
HOPMAaTHUBHO-TIPABOBUX, OPraHi3aliiHuX Ta
TEXHIYHUX 3aCO0IB 1 METOIIB, IPOLIEAYD,
MPAKTUYHUX MPUIOMIB Ta 1H.)

- BUpINIYBAaTH 3aja4i CyIpOBOIY Ta
BIIPOB/PKCHHS KOMILJICKCHUX CUCTEM 3aXHCTY
iH(opMmarlii, a TAKOXK MPOTHIIT
HECAaHKII0HOBAaHOMY JIOCTYITY A0 PECypciB i
npoIieciB B iHpOpMaLiHHUX Ta iHPOpPMALIIHHO-
TeJIeKOMYHIKaliiHUX (ABTOMAaTU30BaHUX )
cucremax;

-3 ICHIOBATH OI[IHKY PiBHS 3aXHILEHOCTI
iHpopMaii 1o 006pobiseThes B iHPOpMAaLiitHO-
TEJIEKOMYHIKAI[ITHUX CHCTEMax BUKOPHUCTOBYBAaTH
IHCTpYMEHTAJIbHI 3aCO0M OIIHIOBAHHS HAsSBHOCTI
MOTEHIIHHUX BPa3IMBOCTEH;

- BUPINIYBaTH 3a7a4i ypaBIiHHSI KOMIDICKCHOO
CHCTEMOI0 3aXHCTy iH(popMalii B iHpOopMaLiHHIX
Ta iHpOpMaIiiTHO-TeIeKOMYHIKaLliHHIX
(aBTOMATH30BaHUX);

- BUPINIYBATH 3aja4i eKCIIEPTU3H, BUIIPOOYBAHHS
KOMILUIEKCHUX CHCTEM 3aXUCTy iHhopmariii.

K® 8. 3narHicTh 37iiiCHIOBAaTH MPOLIETYPH
yTpaBIIiHHS 1HIUACHTaAMH, TIPOBOJAUTH
pO3CIliyBaHHS, HalaBaTH M OLIIHKY.

- BUPIILLIYBATH 3a/1a4l ONEPEHKEHHs Ta
BUSIBJICHHS, 1IeHTH(IKaLl, aHAi3y Ta pearyBaHHs
Ha HIMJICHTH B iHPOpMaIIHHKUX, iHPOpMaIIiifHO-
TEJEKOMYHIKaIlifHUX (aBTOMaTH30BaHHX )
cucTeMax;

- MPOBOAMTH PO3CIiAYBaHHS THIIUACHTIB
iHpopMaliiiHOT Oe3neku Ta/abo KibepOe3neku
0a3yr0unCh Ha HALlIOHAJILHUX Ta MIKHAPOTHUX
PETYIIOIYHX aKTaX, MPOoIelypax Ta MOJ0KEHHIX
B cdepi iHpopMariitHOi Oe3nekn Ta/abo
KibepOe3nexu;

- 3a0e3neyyBaTH TOTPUMAHHS MOJIITHKU BEICHHS
YKYpHAJIIB peeECTparlii Moaii Ta iHIMICHTIB 3
BCTAHOBJICHUM pIBHEM JeTasi3allii;

K® 9. 3natnicts 3ailicHioBaTH ipodeciiiny
JISITbHICTh HA OCHOBI BITPOBAPKEHOT CUCTEMHU
ynpaBiHHS iHPOpMaIliitHOO Ta/abo
KibepOe3neKoro.

- 3a0e3meuyBaTi O6e3nepepBHICT Oi3HEC TIPOIIECIB
oprasizaiiii Ha 6a31 Teopii pU3HKIB Ta CUCTEMH
yHIpaBJiHHS iHPOpMaIliiiHOIO0 6e3MeKO0r0, 3T1IHO
BITYM3HSHUX Ta MIKHAPOJHUX BUMOT 1
CTaHJapTIB;

-3a0e3medyBaTy (yHKIIOHYBAaHHS CUCTEMHU
yrpaiiHHs iHopManiiiHoo Ta\abo
KiOepOe3rnekoro opraHizallii Ha OCHOBI KepyBaHHS
iH(GOpMAaLIHHUMU PU3HKAMH, 31IHCHEHHS
poreayp iX KUTbKICHOTO 1 SIKICHOTO OIiHKH,

K® 10. 3gaTHicTh 3aCTOCOBYBaTH METOIU Ta
3aco0u KpUnTorpadiuHOro Ta TEXHIYHOTO 3aXUCTY
iHpopmalii Ha 00’ ekTax iHopMaIiiHOI
TUSIIBHOCTI.

- aHAJII3yBaTH Ta BU3HAYAaTH MOXKIIUBICTD
3aCTOCYBaHHS TEXHOJIOTiH, METOIIB Ta 3ac00iB
KpUnTorpadigyHoro 3axucty iHdopmarii;

- aHaJI3yBaTH Ta BU3HAYATH MOKIIMBICTh
3aCTOCYBaHHS TEXHOJIOTiH, METOIIB Ta 3ac00iB
TEXHIYHOTO 3aXUCTY iH(OpMaIlii;




- BUSIBJIATH HEOE3MeUHI CUTHAIM TeXHIYHUX
3aco0iB;

- BUMIpIOBATH TTapaMeTpH HEOES3MEUHNX Ta
3aBaJIOBUX CUTHAJIB i1 Yac iIHCTPYMEHTAILHOTO
KOHTPOJTIO 3aXUIICHOCTI 1H(POpMAIIil BiJl BUTOKY
TEXHIYHUMU KaHaJaMu;

- BU3HA4YaTH €(PeKTUBHICTh 3aXUCTy 1H(opmarii
Bi/I BUTOKY TEXHIYHMMH KaHajIaMH BiJIOBITHO J0
BUMOT HOPMATHBHUX JJOKYMEHTIB CUCTEMHU
TEXHIYHOTO 3aXHUCTy 1H(opMmarlii;

- IHTepIPETYBATH PE3yIbTATH MPOBEICHHS
CHeIiaIbHUX BUMIPIOBAHb 3 BUKOPUCTAHHSAM
TEeXHIYHUX 3aC001B, KOHTPOJIO XapaKTEPUCTUK
iHpOpMaLIHHO-TETIeKOMYHIKalliIHHUX CHCTEM
BIJIMTOBITHO JI0 BAMOT HOPMAaTUBHUX JIOKYMEHTIB
CUCTEMHU TEXHIYHOTO 3aXUCTY 1H(hOpMaIlii;

— OOTpYHTOBYBAaTH MOJIMBICTh CTBOPEHHS
TeXHIYHUX KaHAIIB BUTOKY iH(popMariii Ha
00’exTax iHpOpMaIiHHOT JiSUTBHOCTI;

— BIPOBAJDKYBATH 3aX0/H Ta 3aCO0U TEXHIYHOTO
3axXUCTy iH(pOpMaIlii BiJl BATOKY TeXHIYHUMH
KaHaJIaMU;

K® 11. 3naTHicTh BUKOHYBaTH MOHITOPUHT
pecypciB i nporieciB pyHKIIIOHYBaHHS,
1H(pOpMaLIHHO-TEIEKOMYHIKAI[IHHIX
(aBTOMATHU30BaHUX) CHCTEM 3TiIHO BCTAHOBJICHOI
MOJIITUKY 1H(OpMaLiiHOi Ta/abo KidbepOe3neKH.

- 3a0e3neuyBaTu MPOLECH MOHITOPUHTY JOCTYITY
JI0 pecypciB i mporieciB iHGoOpMaIIiiHo-
TEJIEKOMYHIKaLIHHUX CUCTEM;

-3a0e3neuyBaTi KOH(DIrypyBaHHS Ta
(GYHKIIIOHYBaHHS CHCTEM MOHITOPUHTY PECYpCiB
Ta npoueciB B iH(opmariiiHo-
TEJICKOMYHIKaIlIHHUX CUCTEMaX;

K® 12. 3naTHicTh aHANI3yBaTH, BUSBIISATH Ta
OIIIHIOBATH MOXKJIMBI 3arpO3H, YPa3IMBOCTI Ta
JiecTallIi3yo4l YUHHUKY 1HPOpMaliifHOMy
MPOCTOPY Ta iHPOpPMALIITHUM pecypcam 3riTHO
BCTaHOBJICHOI MOMITUKH 1H()OpMaLiiHOT Ta/abo
kibepOe3nexu.

- BUKOHYBAaTH BIIPOBA/KCHHS Ta MIATPHUMKY
CHCTEM BHUSBIICHHS BTOPTHEHb Ta
BUKOPHCTOBYBATH KOMIUIEKCH 3aXUCTY JUIS
3a0e3neyeHHs: HeOOX1AHOTO PiBHS 3aXUILIEHOCT1
iHpopMallii B iHpopMaliiHuX, iHPOpMaLiHO-
TEJIEKOMYHIKaliiHUX (aBTOMAaTU30BaHUX)
CUCTEMaX;

- aHayi3yBaTH €()EKTUBHICTH CUCTEM BHUSBIICHHS Ta
MPOTHU/IIT HECAHKIIIOHOBAHOMY JIOCTYIIY JI0
pecypciB i mpotieciB B iHpopMariiiHo-
TEJICKOMYHIKaIlIHHUX CUCTEMaX;

- aHAJII3yBaTH Ta BIIPOBAXKYBATH CUCTEMHU
3aXUCTY BiJ] 3JIOBMUCHUX MIPOrpPaMHUX KOJIB.




6. Bumoru a0 HasiBHOCTi CHCTeMH BHYTPIlIHbOTO 3a0e3medYeHHs1 SIKOCTI
BHIIOI OCBIiTH

3abe3nedyeHHs] SKOCTI MIJTOTOBKH 3J00yBaviB BHIINOi OCBITH IEPIIOTO
(bakaaBpCchKOTO) piBHA OCBITHBO-TIpodeciitHoi mporpamu  «KibepOesmekay
nependavae 3AIMCHEHHS TAaKUX TPOIEAYP 1 3aX0IiB:

o BU3HAYCHHS MPUHLHUIIB Ta Mpolenyp 3abe3nedeHHs SKOCTI BUIIOL
OCBITH;

o 3MIMCHEHHSI MOHITOPHUHTY Ta TIEPIOJUYHOTO TIEPEryialy OCBITHIX
nporpam;

o HIOpIYHE  OLIHIOBaHHSA 3700yBayiB  BUIIOI  OCBITH, HAayKOBO-

NEeJaroriyHuX 1 MEeNaroriyHuX TMpalliBHUKIB BUIIOTO HABUYAJIbHOIO 3aKJaly Ta
peryJisipHe ONPUIIIOIHEHHS PE3yIbTaTIB TAKUX OIIHIOBaHb Ha OQIliiiHOMY BeO-CalTi
BUIIIOI'0 HABYAJIBHOTO 3aKjiaay, Ha 1H(QOpMaILIHUX CTEHJaX Ta B OyJb-IKUN 1HIIUN
cnocio;

° 3a0€3IMeueHHs TIABHINCHHS KBajiikaiii meaaroriyHux, HayKOBUX 1
HAyKOBO-TI€JIarOT1YHMUX IMPaIliBHUKIB;

o 3a0e3MevYeHHs] HAsSBHOCTI HEOOXIMHMX pPECypCiB JUIg  Oprasizarii
OCBITHBOT'O IIPOLIECY, Y TOMY YHUCII CAMOCTIMHOI pOOOTH CTYJEHTIB, 3@ OCBITHBHOIO
IpOrpamoro;

o 3a0e3Me4eHHs] HasBHOCTI 1HPOpPMALIMHUX cHUCTEM MJisi €(pEeKTUBHOIO
YIPABIIHHS OCBITHIM IIPOLIECOM;

o 3a0e3nedeHHs myOaigHoCTI iHGOpMAaIIil PO OCBITHI POTPaMH, CTYIICHI
BHIIIOI OCBITH Ta KBaTi(iKarlii;
o 3a0e3reueHHs] e(PEeKTUBHOT CHUCTEMHU 3amoOiraHHs Ta BUSBICHHS

aKaJIEMIYHOTO TUIariaTy y HayKOBUX MpalsiX MPal[iBHUKIB BUILUX HABYAJIbHHUX
3aKJajiB 1 3700yBayiB BUIOT OCBITH.

B yHiBepcuTeTi PyHKIIIOHYE cucTeMa 3a0e3NeUeHHs 3aKJ1a0M BUILIOT OCBITH
SIKOCT1 OCBITHBOI JISTILHOCTI Ta SIKOCT1 BUIIO1 OCBITH (CUCTEMA BHYTPIIIHBOTO
3a0e3MeueHHs IKOCT1) BiANMoB1AHO A0 [TomoxkeHHs po cucteMy 3a0e3reueHHs
SIKOCT1 OCBITHBOI JISTIBHOCTI Ta SIKOCT1 BUIIOL OCBITH Y LleHTpanbHOYyKpaiHCEKOMY
HaI[lOHATbHOMY TEXHIYHOMY YHIBEPCHUTETI.

Pexxum noctymy: http://www.kntu.kr.ua/doc/doc/polozh system_yakosti.pdf





